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§ Single-layered Structure 

Ø Rainbow: multiple-layered structure additionally requires the hardness of the MinRank problem 

and causes the recent advanced attacks.

Ø missing oil*oil structure and Oil-Vinegar function 

§ The Shortest Signature Length and Shorter Key Sizes. 

Ø The shortest among post-quantum signature schemes based on the other hard problems: 

134 bytes, 200 bytes and 260 bytes at security categories I, II, and V, respectively. 

Ø Shorter secret key size than UOV by using sparse polynomials. 

Þ NIST has made a supplementary call for digital signatures: short signature and fast 

verification(not based on structured lattices) 

§ Fast Performance

Ø The MQ-scheme with a single layer requires relatively large size of the matrix in Gaussian 

elimination. In order to resolve this inefficiency, we use the block inversion method that 

exploits the inversions of half-sized matrices. 

Design Principles and Features



§ Easy to Implement

Ø Very simple and easy to understand and implement requiring basic linear algebra: 

matrix-vector products and solving linear systems over small finite fields

§ Protection Side-Channel Attacks. 

Ø For resistance against side-channel attacks, UOV is secure against the correlation power 

analysis (CPA) by just using random affine maps instead of the equivalent keys without 

requiring an additional countermeasure.

Ø All key dependent operations in our scheme are performed in a time-constant manner.

§ Additional Performance Improvements. 

Ø Off-line and on-line signing: our scheme with precomputation is 15x to 60x faster than the 

original version without precomputation at the three security categories.

Ø Despite fast signing and verification performance, the key generation of our scheme is 

inefficient. To speed up key generation, we exploit multiple cores for independent 

operations resulting in 2x to 3x faster than the performance on a single core. 

Design Principles and Features



§ UOV: Missing Oil*Oil Structure 

Basic Buildingblocks



Block Matrix Inversion Method

§ Solving linear system

Ø Block matric inversion (BMI) method 

ü After computing A^{-1}, [D-CA^{-1}B]^{-1}, compute           .

Ø The larger the size of a matrix being inverted, the greater the performance improvement 

and the higher the security level, the greater the effect of the optimizations. We use the 

BMI method with depth 1 to solve the linear system.



Digital Signature Algorithm Specification

§ Key Generation

Ø Secret key: (F, T), Public key: P=F ° T

Ø Central map: ,



Digital Signature Algorithm Specification

§ Key Generation

Ø Secret key: (F, T), Public key: P=F ° T

Ø Central map: ,

v The sparse polynomial                                                          in the document posted on the 

KpqC homepage should be changed to



Digital Signature Algorithm Specification

§ Key Generation

Ø Four types of central map



Digital Signature Algorithm Specification

§ Signing algorithm 



Digital Signature Algorithm Specification

§ Verification algorithm



Security Proof

§ Hard problems



Security Analysis

§ Existential unforgeability

Ø EUF-CMA of UOV: security proof for the Full-Domain-Hash scheme by modifying the signing 

algorithm to provide uniform distribution of the signatures: H(M) -> H(M, r) for a random salt. 

The existential unforgeability of our scheme follows the security proof of the modified UOV.

§ Security analysis of known algebraic attacks

Ø Direct attack: Grobner basis, F4, F5, hybrid F5, XL, Polynomial XL

Ø Kipnis-Shamir attack, key recovery attack using good keys, Intersection attack



§ Parameter (F_q, o, v), q=256

Ø o: the number of equations, even

ü The selection of o depends on their security against the direct attacks.

ü o>=46, 72, 96 (security level I, III, V)

Ø v: the number of Vinegar values

ü The selection of v depends on their security against the Kipnis-Shamir attack, key 

recovery attack using good keys and Intersection attack.

ü The intersection attack is the most powerful attack among the above attacks.

ü v >=1.5 o, v>=72, 112, 146 (security level I, III, V)

Parameter Selection



Parameter Selection

§ Suggested parameters at three security levels 

Ø Concrete parameters

Ø Conservative parameters

ü Polynomial XL: complexity of (F_2^8, 46, 72) is 131.25.

ü (F_2^8, 48, 76): 138.19



Key Sizes and Signature Lengths

§ Key sizes and signature lengths

Ø The same sizes of public keys and signature lengths, different sizes of secret keys 

Ø The shortest among post-quantum signature schemes based on the other hard problems 

ü Falcon 666 byte, 1280 byte, 21%, 15.6%

Scheme I III V

MQ-Sign 134 200 260

Dilithium 2,420 3,293 4,595

Falcon 666 1,280



Optimal Implementation 

§ Implementation Specification

Ø Target platform: Intel(R) Core(TM) i7-6700X CPU, 3.40GHz, Ubuntu 20.04LTS

Ø Random Number Generation and Hashing: AES CTR DRBG, SHA-2 hash function family, ㄴ

HA256, SHA384, SHA512 with output lengths of 256, 384, and 512 bits, respectively.

Ø Finite field: F_q = F_256

Ø Secret key: the form of equivalent key                   , linear map 

Ø Linear terms

ü SS, SR, RS have the linear terms. 

ü RR has no linear terms.

Ø Solving the linear system

ü Use the BMI method with depth 1.

ü

Ø Constant-time implementation



AVX2-Optimized Implementation 

§ AVX2-optimized implementation

Ø Each result of signing and verification (resp. key generation) is an average of 100,000 (resp. 10,000) 

measurements using the C programming language with GNU GCC version 9.4.0 compiler

Ø Due to different selection of secret keys in KeyGen, different results for key generation and signing,

but the same results for verification.



Additional Improvement and Future Plan

§ Additional improvements

Ø Parallel computation on multiple cores

ü 2x faster key generation

Ø Precomputation

ü Off-line sign/on-line sign

ü 50x faster signing



Thanks. 


