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1. Introduction
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In the beginning

• “Linearity is a curse to cryptographers “by A. Shamir

• Lessons learned from the past.
• Attacking advances much faster than defense.

• One idea can’t cover everything  No silver bullet
• Security/Performance/Cost Tradeoff  Trilemma
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Quantum Computers
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(1) D. Aggarwal et al. “Quantum attacks on Bitcoin, and how to protect against them”, arXiv 1710:10377v1. Oct. 28, 2017



IBM Quantum Computer Roadmap

6

https://research.ibm.com/blog/ibm-quantum-roadmap-2025



𝑥 ∈ 𝑋
𝑦 ∈ 𝑌

Cryptographic Functions

1-way Function Trapdoor 1-way Function
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𝑥 ∈ 𝑋 𝑦 ∈ 𝑌

Only who 

knows K’ 

𝑦 = 𝐸𝐾 𝑥 :OX

𝑥 = 𝐷𝐾′ 𝑦 :NOX

𝑦 = 𝐸𝐾 𝑥 :OK

𝑥 = 𝐷𝐾′ 𝑦 :OK

Ex: Hash Function Ex: Public Key Cryptosystem



RSA- PKC/DS

 Key_generation, KeyGen()
 Select two large (1,024 bits or larger) primes p, q
 Compute modulus n = pq, and (n) = (p-1)(q-1)
 Pick an integer e relatively prime to (n), gcd(e, (n))=1
 Compute d such that ed = 1 mod (n)
 Public key (n, e) : public 
 Private key d : keep secret (may hold p and q securely.)

 Encryption()/Verification()
 E: C = Me mod n for 0 < M < n

 Decryption()/Signing()
 D: M = Cd mod n 

Proof)  Cd = (Me)d = Med = Mk(n) +1 = M {M(n)}k = M

 Special Property
 (Me mod n)d mod n = (Md mod n)e mod n for 0 < M < n
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Number-Theoretic PKC 

• Integer Factorization
• Discrete-Logarithm 
• Elliptic-Curve DL

RSA DH

Shor Algorithm(1)

(1) Peter W. Shor, ”Polynomial-time algorithms for prime factorization and discrete 
logarithms on a quantum computer.” SIAM Journal on computing 26.5 (1997): 1484-1509

Post-
quantum 

Cryptography

Lattice-based 
Cryptography

Hash-based 
Cryptography

Isogeny-
based 

Cryptography

MQE-based 
Cryptography

Code-based 
Cryptography

Quantum Attacks



2. PQC has started
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NIST PQC Standardization Project* 
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2017 : Round 1 (69 submissions)

2019 : Round 2 (26 algorithms)

2020 : Round 3 (7 finalists, 8 alternates)

2022 : Round 4 (4 finalists,  4 alternatives)

PKC/KEM DS

Algorithm Kyber Dilithium Falcon SPHINCS+

Problem lattice lattice lattice hash

*https://csrc.nist.gov/Projects/post-quantum-cryptography, NISTIR 8413

KEM/DS

Algorithm Classic McEliece BIKE SIKE HQC

Problem Goppa Code QC_MDPC Isogeny
Hamming

code



Panorama of digital signature (1/2)
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Picnic

XMSS

Dilithium

Falcon

VVRSA 2048

RSA 4096

Ed25519



Panorama of digital signature (2/2)
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Dilithium

Falcon✓ Compact // Fast 

x parameter set, quite to imple

ment and protect against side-channels

✓ Slower // Larger

x range of parameter sets, to impl

ement
and protect against side-channels 

From NIST From NIST



3. Overview of SOLMAE
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Motivation

• New crypto algorithms based on new problem(e.g, braid group, etc.) are not 

known to provide sufficient security.

• Post-quantum PKC problems (such as NTRU lattices ) are mature enough to be 

trustworthy. 

• Diversity is of the utmost importance for standardization.

• FALCON*1 (FAst-Fourier Lattice-based COmpact signatures over NTRU) is one of 

4th round 3 digital signatures for NIST PQC Standard (Jul. 5,2022) and future its 

standard. 

• MITAKA team proposed MITAKA*2 which is simpler, parallelizable, maskable  

variant of FALCON in Eurocrypt2022. 

• Collaborated with MITAKA team, Kwangjo wants to make significant contribution 

in KpqC competition.
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1. https://falcon-sign.info/
2. T. Espitau, P.-A. Fouque, F. Gérard, M. Rossi, A. Takahashi, M. Tibouchi, A. Wallet, and Y. Yu. Mitaka: A simpler, parallelizable, maskable variant of falcon. In 
EUROCRYPT 2022, Part III, vol. 13277 of LNCS, pp. 222–253. Springer, Heidelberg, 2022

https://falcon-sign.info/
https://falcon-sign.info/


FALCON Algorithm

16*https://falcon-sign.info/



GPV Framework[GPV’08]
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MITAKA Algorithm
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1. Thomas Espitau, Pierre-Alain Fouque, François Gérard, Mélissa Rossi, Akira Takahashi, Mehdi Tibouchi, Alexandre Wallet, Yang Yu

“Mitaka: A Simpler, Parallelizable, Maskable Variant of Falcon”,NTT Corporation; Rennes Univ, Inria and IRISA; University of Luxembourg; ANSSI; Aarhus 

University; Tsinghua University, Proc. of Eurocrypt2022



SOLMAE in a nutshell
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2X 
Faster



SOLMAE Team
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 Korean PI 

 Kwangjo Kim ( President@IRCS, Emeritus Prof.@KAIST), 

https://caislab.kaist.ac.kr/~kkj

 Member (7 persons)

 Mehdi Tibouchi (NTT, Japan), https://www.normalesup.org/~tibouchi/

 Thomas Espitau (NTT Japan), https://espitau.github.io/

 Alexandre Wallet (INRIA Rennes, France), https://awallet.github.io/

 Yang Yu(Tsinghua University, China), https://yuyang-crypto.github.io/

 Akira Takahashi(U. of Edinburgh, Scotland), https://akiratk0355.github.io/

 Sylvain Guilley (Secure-IC, France), https://perso.telecom-paristech.fr/guilley/

 Seungki Kim(U. of Cincinnati, USA), https://sites.google.com/view/seungki/home

kkj retirement.mp4
https://caislab.kaist.ac.kr/~kkj
Mehdi.mp4
https://www.normalesup.org/~tibouchi/
Thomas.mp4
https://espitau.github.io/
Alexandre.mp4
https://awallet.github.io/
Yang.mp4
https://yuyang-crypto.github.io/
Akira.mp4
https://akiratk0355.github.io/
Sylvain.mp4
https://perso.telecom-paristech.fr/guilley/
Seungki.mov


4. Let’s learn lattice and its problem
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Lattice
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Lattice : Good basis vs. Bad basis
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Lattice problem
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Every lattice cryptographer ever

Ajtai ‘98



Lattice Problem : SVP (Shortest Vector Problem)
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Good basis is easy to find SVP. Bad basis is difficult to find SVP.

Borrowed from M.B. Niasar,” Introduction to lattice-based cryptography”, FAU, USA. 2020



Verif (pk, msg, s) 

Hash-and-sign over lattices(1/3)
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1.m <— Hash (msg)

2.v <— Discrete Gaussian sample (m)

3.Return s = (m-v)

Sign (sk, msg) 

1.Assert ||s|| small

2.Assert s-Hash(msg) is in L

3.Accept



Verif (pk, msg, s) 

Hash-and-sign over lattices(2/3)
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1.m <— Hash (msg)

2.v <— Discrete Gaussian sample (m)

3.Return s = (m-v)

1.Assert ||s || small

2.Assert s-Hash(msg) is in L

3.Accept

𝑣

𝑠

Sign (sk, msg) 



Verif(pk, msg, s) 

Hash-and-sign over lattices (3/3)
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1.m <— Hash (msg)

2.v <— Discrete Gaussian sample (m)

3.Return s = (m-v)

1.Assert ||s || small

2.Assert s-Hash(msg) is in L

3.Accept

𝑠

Sign(sk, msg) 



Hash-and-sign over lattices : key recovery
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๏ Lattice reduction / SVP  ( )

๏ Should be hard 

➡ Large dimension 

➡ ‘’ ’' public basis

Key Recovery 

Ajtai ‘98

SVP: Shortest Vector Problem



Hash-and-sign over lattices : forgery
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๏ CVP instance ( )

๏ Should be hard 

➡ small distance

➡ gaussian sample with small variance

➡ ‘’ ’’ private basis  ( )

Forging a signature 

Every lattice cryptographer ever

CVP: Closest Vector Problem



Shortest Vector Problem(SVP)

31Borrowed from W. Liu presentation



Status of SVP and others

32Borrowed from W. Liu presentation



Worst-case to Average-case Reduction for SIS
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SIS: Short Integer Solution



5. What is NTRU?
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NTRU
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• History

• In 1996, the first version of the system, which was called NTRU, was 
developed by mathematicians Jeffrey Hoffstein, Jill Pipher, and Joseph H. 
Silverman

• They founded the company NTRU Cryptosystems, Inc., with Daniel Lieman
and  were given a patent on the cryptosystem

• The name "NTRU“ stands for

Number Theorists 'R' Us or

Number Theory Research Unit.

• NTRU from Wikipedia

• NTRU is an open-source public-key cryptosystem that uses lattice-based 
cryptography to encrypt and decrypt data of two algorithms: 

- NTRUEncrypt, which is used for encryption

- NTRUSign, which is used for digital signatures 

• NTRUEncrypt was patented,  but placed in the public domain(2017) 

• NTRUSign is patented, but can be used by software under the GPL

• Resistant to attacks using Shor's algorithm. 



NTRU lattice and trapdoor
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6. Details of SOLMAE
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ToC of SOLMAE Specification 

38



Design Rationale
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Keygen(sk, pk)
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Sign(m, salt, sk)
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Verify(m, salt, sig, pk)
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List of Parameters
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Reference Implementation in C, SOLMAE_512
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SOLMAE_512 in Python
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SOLMAE_1024 in Python
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Partial Output of SOLMAE_512 in Python

• Public-key h =

• [7595, 3060, 2018, 11009, 9207, 7481, 2090, 5533, 9452, 8619, 1936, 7892, 11702, 4719, 5185, 9817, 10798, 11062, 2182, 4514, 1497, 5813, 2522, 758, 8821, 10617, 3788, 7738, 12037, 9620, 813, 4350, 
4282, 3696, 7276, 1474, 979, 9946, 1818, 4190, 4086, 8315, 3654, 8468, 10350, 8593, 2706, 9167, 11999, 2657, 10160, 6025, 6124, 12080, 4532, 706, 3876, 1371, 1689, 2491, 3558, 7278, 8561, 9356, 1671, 
11087, 11528, 5591, 6828, 8283, 11694, 10064, 409, 2773, 6682, 3715, 5961, 6788, 10340, 11140, 11152, 1231, 5077, 4902, 11222, 10460, 1388, 4060, 7235, 2303, 5972, 6928, 1082, 3943, 1621, 4612, 5304, 
2304, 345, 1089, 4102, 5689, 4796, 9446, 2706, 2607, 2736, 5784, 4977, 2925, 79, 8071, 8455, 9299, 6622, 857, 10260, 5614, 11659, 8678, 10311, 2754, 11893, 4712, 6392, 8764, 1251, 1856, 2911, 6932, 
8744, 8432, 9497, 12243, 5960, 4446, 9503, 965, 12205, 10800, 6435, 1799, 10939, 7513, 4269, 7954, 2757, 12175, 9696, 4608, 8050, 4652, 11028, 8149, 11147, 7568, 8971, 9641, 12121, 10561, 12225, 
8513, 3167, 10384, 9640, 10053, 416, 8720, 5096, 5777, 623, 12223, 1661, 8457, 3194, 6113, 1992, 5692, 3334, 11313, 10170, 1707, 4675, 11892, 10373, 8798, 8844, 2675, 9534, 3486, 1381, 2786, 10592, 
4341, 9867, 7071, 7394, 11457, 7838, 8308, 8170, 1088, 1571, 6495, 1581, 2478, 7490, 9784, 6640, 5376, 3490, 1434, 1045, 4658, 9797, 8798, 10213, 2299, 998, 6745, 4470, 11995, 4444, 7276, 6326, 4623, 
10425, 3729, 2674, 4921, 9651, 4586, 11847, 1582, 3004, 12187, 1111, 8902, 3284, 220, 6388, 473, 6889, 2331, 671, 9781, 10608, 3817, 7210, 3112, 4296, 7056, 4007, 12182, 5650, 9756, 5912, 1050, 9781, 
7305, 8591, 10446, 2638, 6480, 7978, 286, 3655, 1099, 6349, 9072, 10948, 12113, 482, 8736, 10287, 814, 6937, 7491, 8802, 1304, 7089, 7347, 4218, 8422, 7015, 8511, 925, 4826, 8218, 1344, 2575, 2491, 
7195, 7842, 8878, 5417, 11763, 4696, 8745, 8553, 10718, 3701, 3887, 10248, 10914, 11529, 12017, 4515, 1392, 4333, 3574, 118, 10284, 10731, 8031, 450, 11576, 3378, 690, 2984, 11354, 324, 10984, 3108, 
3954, 6717, 10884, 2817, 6904, 4240, 10835, 10374, 6959, 8598, 2570, 7694, 11302, 10578, 5724, 7786, 1620, 689, 3660, 11632, 18, 10655, 10268, 6814, 1338, 4343, 1450, 2674, 8440, 8161, 11096, 3620, 
358, 10935, 7805, 1682, 5310, 2138, 11256, 9233, 3334, 6928, 2723, 5477, 10003, 3512, 8309, 4988, 12144, 932, 7660, 4296, 11886, 4298, 9664, 8583, 3956, 9993, 2557, 9319, 10311, 9238, 11755, 1826, 
11050, 11485, 10138, 1779, 8524, 4711, 838, 198, 10088, 3736, 3747, 8267, 33, 3160, 2431, 9344, 2734, 4184, 3199, 8342, 7839, 7249, 4107, 8003, 3879, 4686, 6767, 1620, 6546, 8652, 2547, 7633, 5645, 
4708, 3856, 8871, 5582, 11643, 11758, 7824, 7736, 11293, 92, 7847, 183, 9203, 11131, 6604, 4148, 4336, 9193, 11755, 9963, 1196, 2403, 11150, 7280, 8290, 7006, 10286, 810, 1777, 6730, 6153, 8427, 
10674, 2298, 8011, 5449, 8157, 10563, 2064, 6718, 6970, 11329, 2235, 43, 11625, 3013, 8074, 7554, 7429, 10327, 9991, 7267, 3770, 3818, 3539, 4295, 3391, 10722, 1425, 4643, 1, 11303, 8211, 625, 692, 
1805, 419, 2527, 1324, 9262, 10291, 2713, 8679, 3324, 1403, 3665, 10457, 424, 10322, 3963, 9623, 2892, 10808, 10188, 9945, 9547, 5041, 10240, 4910, 11573, 7215]

• ==============================

• Length of Message for SOLMAE_512 =  512

• Message is 
fb5eb9fb77457536218a365564fb6bcb385b90a18ae3e6136e985dfc6c63bf0b381206ae17ec324174b2d8847117d1f108f9911d0e19f56da19ae565d3ab2be1d035053770c8fbe6d56b8c4055f6d2a64cffc372f29f84
076f90e202d01632ac43b324981601ae5bd75ddebbc5d1f902a256b39060797dd1c1e1d8c8250b65697453542f96baad95bac7d375caf3b0c358ec2c93bafd25dac2ad1ee6f2dad8ded629e669293b43b91ab86490
9581475e0551c7ce0827433f6b1ec15a36be9906f48042c337ca870a27577ae4b88def60fb05ba1e5d0f8fda57228ec6cacdaeedecc993ed6de79f1c210fc6fab50b73c8eec1eba67e9e08db5cf35f029d61c277650c80a
94f88891592948451cf410dc671023cb559eaf898887789c03c18d699559926fb60ff27be5096831309cfce3684d9a077fa8149bb9a99f44e287c34329fcf1bb679ebe4eadf911c3defaa0bcad23f0650d247aa916bb45a
40ddf7b2bc2f14c8026a73b21b5c429902376d231985bc45881691914ea8245293baadce2f3bb34e03ba919b069fe221efb9886ebb36844511f53a3321cf458107e5182f9430868dd055e75382ddefaded7a7e63d6f7
3ca62524b757106e1310d978230e0d5cb68a3fc17470362bcaa1a82656aee93824f55bb8756e9b0c7430f03799e11f57b140b502805bb826f52c1303ed81ca75de639496eecfd99dbc835d80234da3

• ==============================

• Length of Sig. =  666

• Sig is 
39b9a9054a8fb4f777c7cac312d5822a2b33a9d5c094c90840ba285f28ed30c4a0f4464004b49af2910a29c81ad1f78d1d9d4a65d5a364098c650e5cb947ed94799c375955c2138c02d90d5ef310676a2afc654f7ebc7
bff19883e4b9c8ff93a47d952de781c4ad4ee12c4dd9d06ece5dd6f31e242d2220ad42ccfe12ef089a2d25f641ad331aabeee2f2dc131e15f113200f964f02c334a206f22bfb19876b0451535efa6b39d8f6e89e2e553b7
0a8323fdc9733075ec55d3c7f32853c870bccb3105330bc0c0159d19c6640f1deaeeeae29add16e678f0edb354debf0a399c934445628351bbdd51966e0743b56b7970be77d591eabcee1cb12721851ad5644874f16
285a0e755935280d6d3594a4601751a68c4522f82783ed18b2605f7658441022275be229ba8dc421eccfbc9c0ca7467e4be67918b569b59fb7d104dbe5b79445112215f641f28ebf3e0783d0df773e94604bfcba1645
0b3fdb5d06dadca3b268e53f7f5e5190f8c2769a2e1cdc9a36850d5e21ecd21f9ede2d7f6e6a538a871bf560f7b44c610fb2a012864b0e8f2b5dc741447f654739cbada16a3c819fcc6ceef8b1e0d3ea088b9c86519e96
69eecec66646969bbaa778112c63952064f0e23ae6ea5ee8419089b052c3db5f2b2243804827b5cb929dc6d14ae17106f521207338a0bb38921f4f19c174a9481620446ffd4a43d9f4c22373861862c81fcee26af9504
3ad25cd3c6d0d49d47fa6d789eaa762731e981b639486ea3d1a3c28d889233b375ee0947f02c8bcf2b0e79106e0a9107e5fd5d58fd772d71b16204b94d502c749c295286a8c8ab7d30439cc3c6b8f6e095be353e1e7
ef64b9ad7acc5bb3512c0224ccc410431a8e68e30d2b9140575e76173e9a5bb9f635dd546c937442cab84290e833a9eeb8e1d0000000000000000000000

• ==============================

• Verification result = True

47



Performance(1/2)

48

2X Faster



Performance(2/2)
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7. Security Evaluation
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Way of attack 

•Mathematical Attack for key-recovery
•Lattice-basis attack (e.g., LLL, BKZ, DBKZ, etc.)

•Meet-in-the-middle attack

•Hybrid attack, etc.

•Crypto Attack for signature forgery
•Chosen-ciphertext attack

•Decryption-failure attack

•Complicated-padding systems, etc.

51



Security Level
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1.17 1.64



Summary in Security Level

•Key Recovery Attack -> SVP  

•Signature Forgery  -> app-CVP 

 Similar with the security of FALCON 
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•Other Attacks 
• Algebraic Attack : No known so far [KEP20]

• Overstretched NTRU-type[KF17]: significantly improved

• Hybrid Attack[How07] : not sufficient  



Timing Attack by Secure-IC (1/2)
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Timing Attack by Secure-IC (2/2)
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8. Concluding Remarks
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RSA vs. SOLMAE
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RSA SOLMAE Cmt

Mathematics Number Theory Algebra over Cyclotomic Ring

Trapdoor
e x d = 1 mod (n)
Multiplicative inverse

B x A = 0 mod q over Z[x]/ψ(n)

NTRU Trapdoor

Computation
Modular exponentiation

over n (= p x q)

Polynomial computation, FFT, 

NTT, etc.

Comparison Exact (=) Bounded (<=)

Random Sampling Not necessary Gaussian Sampling

Security Problem Integer factorization Core SVP, u-SVP, CVP

Digital/ 

Quantum Attack
N/Y N/N

Security Assumption
Worst-case 

No average-case

Average-case to 

Worst-case Reduction



Pros and Cons of SOLMAE

•Pros
• Modular Compactness
• Simplicity and Efficiency: 2x faster than FALCON
• Inherit all advantages of FALCON* except SCA**
Small energy on FPGA[BKG22], Embedded 6.5K RAM (< 8k 

RAM)[GHK+21], TLS3.1[SKD20], 
DNSSEC[MdJvH+20][GS22]

• Side Channel Resilience
• Almost Achieved Trilemma(S+P+C)

•Cons
• Reliance floating-point arithmetic
• Algebraically structured security assumption
• Need more formal proof

58

* P-A. Fouque et al., “FALCON : What’s next?”, NIST 4th PQC Standardization Conference, Nov. 29- Dec.1, 2022 
** E. Karabulut and Aydin Aysu, “Breaking FALCON Post-Quantum Signature Scheme through Side-Channel Attacks, same as above. 



SOLMAE Family (expected)
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SOLMAE_ds : original SOLMAE/ SOLMAE_basic

eSOLMAE : enhanced SOLMAE against SCA

SOLMAE_km : KEM based on SOLMAE

SOLMAE_rg : Ring signature based on SOLMAE

SOLMAE_ag : Aggregated signature based on SOLMAE

SOLMAE_id : ID-based encryption based on SOLMAE

SOLMAE_bc : Block_Chain based on SOLMAE

SOLMAE_cc : Cryptocurrency based on SOLMAE

SOLMAE_pp : Privacy-Preserving based on SOLMAE

SOLMAE_fh : Fully-Homomorphic encryption based on     
SOLAME

and more



Typos in SOLMAE Specification
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Updated SOLMAE Spec. was posted at IRCS blog. Click here for details.

https://ircs.re.kr/?p=1714


Further Challenges
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(d=768,864,972)



Appendix : Attacking Lattice
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Lattice Basis Reduction

63Borrowed from W. Liu presentation



LLL Algorithm

64Borrowed from W. Liu presentation



LLL is just the beginning
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(D)SVP Reduction

66Borrowed from W. Liu presentation



DBKZ Algorithm(1/2)

67Borrowed from W. Liu presentation



DBKZ Algorithm(2/2)

68Borrowed from W. Liu presentation


