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Isogeny

* Isogeny ¢: E; = E,

* Non-constant morphism that maps the distinguished point of E; to the distinguished point of E,
REROM Holg|= felds




Isogeny

e Standard form of ¢

u(x) s(x) )

00 - (55 i

Where (u(x),v(x)) =1, (s(x),t(x)) =1
deg ¢ = max{degu,degv}




Isogeny

* Example )
e Egiy?=x34+2x+2 — E;:y?=x3+34x+45

x3 +20x% +50x+6 x3+30x%+23x+52
X2+ 20x + 100 'x3 +30x2 + 82x +19°

¢mw=(




Isogeny

 Some facts

* |sogeny # Isomorphism
* E,, E; is isomorphic if there exists an isogeny ¢,: E, » E; and ¢,: E; = E, such that ¢, o ¢,=identity

« Example by Cohen and Frey

x2+301x + 527 x%2+ 602x + 1942 )

¢(x.y)=< x+301 ' X%+ 602x 466 °

¢

Eo:y? = x3+ 1132x + 278 — Ei:y? = x3 4+ 500x + 1005

Cyclic group Not a cyclic group




Isogeny

e Separable isogeny

« Separable if (%)’ + 0




Isogeny

e Separable isogeny
- ¢ 7td AR 8%

€0..€1 én
cos pn

¢ d=p0 Py

° ¢=¢p0o...o¢poo...o¢pno...o¢pn

ep-times e,-times




Isogeny

e Separable isogeny
.« ¢ 7bd ROl He

e e e
° d — poopll oo pnn
° ¢:¢p0o...o¢poo...o¢pno...o¢pn
ep-times e,-times

« Velu
« FOZ EtAFM EK) 2 F8 subgroup G c E(K) & kernel2 St= isogeny ¢ & Bt= = ULt Order
of such isogeny ¢ = ord G




Velu’s Formula

oI}

AN

1

- FOIT EHAEM E(K)Ql 78 subgroup G c E(K) E kernel2 3= isogeny ¢ & 2=
Order of such isogeny ¢ = ord G
Complexity: 0(n),n = ord G

= E 70| 40k A Aks|Of B

(Xp1g — X@),yp + z
QEF

¢(P) = (xp +
—{oo}

(yP+Q — }’Q)>
QEF—{ o}

Kernel




Velu’s Formula

e Algorithm
* Input
e Curve of Weierstrass from E

E:y* + a;xy + azy = x3 + a,x* + a,x + ag
* Points of finite subgroup of E(K)

* Output
e Codomain curve

* Coordinate map




Velu’s formula

« STEP1:HE C ol JAE LIF7|
. B A
e C,:C 2| 2-torsion point 22| & > R:C - C,
- R2R,2AR_EES
* PER, then—P ER_

* S=R+UCZ

E:y> =x3+x€F(3%,P=(2,2)

(Py =4 P,2P,3P}




Velu’s formula

« STEP1:HE C ol JAE LIF7|
. 23 AN XA
« C,:C 2| 2-torsion point 22| A& > R:C - C,
- R2R,2AR_EES
* PER, then—P ER_

* S=R+UC2

\
E:y*=x3+x€F(3%),P=(22)
PA  orcers

(Py =4 P,2P,3P}

/ \
" orer2




Velu’s formula

« STEP1:HE C ol JAE LIF7|
. B3 A
« C,:C 2| 2-torsion point 22| A& > R:C - C,
- R2R,2AR_EES
* PER, then—P ER_

* S=R+UCZ

E:y> =x3+x€F(3%,P=(2,2)

(Py =4 P,2P,3P}

4 )
® CZ=2P
« R, =
e R_=3P
g J




Velu’s formula

« STEP2:0Q € S Of CHSHM CtSS A4t

do = 3.::3;, b 2aar0 + ag — a1yg
q{[’;} = =2yg — a1xg — ag
95 if 20 =

Vg =
295 — m g,?{! otherwise

ug = (g4)°

U= Z U, W= Z{HQ } Tt}f'f;ﬂ}

Qcs Qcs




Velu’s formula

« STEP2:0Q € S Of CHSHM CtSS A4t

E:y* + a;xy + azy = x3 + a,x* + a,x + ag

Ey>=x3+x2a,=a3=a,=ag=0,a,=1

S:R+UCZI{P}U{2P}

\

u

9o = 2yq
90

U = .
?.‘?fg

g = mmz

a2 4
g = 315 + 2azrg + ag — a1yg

11Ty — ag
if 2Q = xc
1] g;;‘:? otherwise

i = Z[”{‘J { .E'{;f'{g}

Qcs




Velu’s formula

« STEP2:0Q € S Of CHSHM CtSS A4t

E:y* + a;xy + azy = x3 + a,x* + a,x + ag

Ey>=x3+x2a,=a3=a,=ag=0,a,=1

S:R+UCZI{P}U{2P}

P =(22)

gr =3(12)2+20)2)+ (1) —(0)(2) =13 =1mod 3
g2 =—-2(2)— (0)(2) —0 = —4 = 2mod 3

Vp = 29p — a1913>’ =2

up = (2)> =4=1mod 3

\

H & 2 F
g = 315 + 2azrg + ag — a1yg

‘-‘FE_J = —2yq
9Q
U = .
{ ?!E'Eg
U = [ﬂ:{l]_

11T — ag
if 20 = ~c

1] g;;‘:, otherwise

i = Z[”{‘J { .E'{;?'{J}

Qcs




Velu’s formula

« STEP2:0Q € S Of CHSHM CtSS A4t

E:y* + a;xy + azy = x3 + a,x* + a,x + ag

Ey>=x3+x2a,=a3=a,=ag=0,a,=1

S:R+UCZI{P}U{2P}

2P = (0,0)

gizp = 3(0)* +2(0)(0) + (1) — (0)(2) = 1
Iiapp = —2(0) = (0)(0) =0 =0

Vizjp = Gizpp = 1

Uplp = (0)2=0

\

H & 2 F
g = 315 + 2azrg + ag — a1yg

‘-‘FE_J = —2yq
9Q
U = .
{ ?!E'Eg
U = [ﬂ:{l]_

11T — ag
if 20 = ~c

1] g;;‘:, otherwise

i = Z[”{‘J { .E'{;?'{J}

Qcs




Velu’s formula

« STEP2:0Q € S Of CHSHM CtSS A4t

E:y* + a;xy + azy = x3 + a,x* + a,x + ag

Ey>=x3+x2a,=a3=a,=ag=0,a,=1

S:R+UCZI{P}U{2P}

vp =2 Viglp =1
up = 1 U,[z]p = O

v=vp+vpp=3=0mod3

w = (up + xpvp) + (u[z]p + x[z]pv[z]p) =5=2mod3

\_

\

J

r g2 ‘
g = 31y + 2axrg + a4 — aryg

9o = —2yq
90
U = .
{ ?ﬂclg
U = [ﬂ:{l]_

11T az
if 20 = ~

1] g;;‘:? otherwise

i = Z{“”{‘I { .E'{;f'{g}

Qcs




Velu’s formula

 STEP 3 :image =412| A== 715}7|

A= al,Az = a ,A3 = as
Ay =a4 — 5,4 = ag — (a% + 4a2)v — 7w

o Ey?+Aixy+Asy = x3 + Ax? + Ayx + Ag

~\

Ey*=x3+x2a,=a3;=a,=a¢=0,a,=1 v=0,w=2

A=0,4,=0,4;=0
A4=1,A6=—1451m0d3




Isogeny-based Cryptography




Isogeny-based cryptography

* History
2006 CRS Scheme 2016 SIDH Library 2019 CSI-FiSh 2022 Castryck Decru
ordinary curves Costello et al. Signing : 2s = 395ms SIDH-based completely broken
- Subexponential, Practical implementation Verification 2s = 393ms
- inefficient (with cost of 28m keygen)

00900 0 0 00—

=

2011 SIDH 2018 CSIDH 2020 SQALE of CSIDH 2023 SCALLOP

Jao, De Feo Castryck et al.
supersingular curves CRS using supersingular curve
- exponential




SIBH (Supersingular Isogeny Diffie-Hellman)

* Application to Isogeny-based cryptography
« Isogeny 7|Ht 25 0| 7§ O17| = isogeny S At
* Isogeny =» Rational map
o 2+E 7|2 NUSH= AO0| O] Z (large key sizes)
 Velu’s formula 2 ¥2|2| subgroup= '8 £ ot= OtO|AX||L| Hd 7ts

IDEA 1) Isogeny CH M 0f| H'E S X{Folxh > 72 S HE7| 2 AL




SIBH (Supersingular Isogeny Diffie-Hellman)

* Application to Isogeny-based cryptography
« lsogeny 7|t = 2| 7 O17| = isogenyE ALE
* Isogeny =» Rational map
. SHE 7|2 MTSt= A0| {23 (large key sizes)
 Velu’s formula 2 ¥2|2| subgroup= '8 £ ot= OtO|AX||L| Hd 7ts

IDEA 1) Isogeny CH M 0f| H'E S X{FolXh = HE S 7127 |2 AL

- TRV FRASK| U2 5L 2
* Cyclic group O| &1

- AgSNA7IZ S 2 —?—DP&WHI 7H’“QI = A

* Cyclic group= generatorE DE /A HA 7S > generatorg N
o EShvelul| A2 2 E JAQLEIRA =M AHAO| H sl AMZ A OFSH=0], cyclic 52 EFRI=M AHLAS
SRSkl e Sy
e 2P 3P.

IDEA 2 ) H'E 2 cyclic group2 2 MEHSIXH




SIBH (Supersingular Isogeny Diffie-Hellman)

* Application to Isogeny-based cryptography
« H49O| order?t 7}l OF isogeny Xt S7tot1 QHHE E S 7t
« SX[2FE HE 2| order2 O 7HX[ 2 EFRIF 4 A LS A5 OFStHY

* lsogeny 7|8t &2 = separable isogeny & 2-80}17| [ 20| 22X HL 7t

IDEA 3 ) H 22| order= ¢¢ HE{ 2 S}X} 1




SIBH (Supersingular Isogeny Diffie-Hellman)

* Isogeny 7|8 &2 = 2006 Couveignue Ol 2|5 XA S22 X[ ¢t

 Ordinary curve AFEC = Hlg =X & F0t OfL| 2} childs 2| SHX| At S = =Y
* De Feo, Jao 7} Supersingular =412 A& St= SIDH A| F

+ SIDHE B2&d= ?IoHAM %A 3702 ideaE 41 EH

¢
kerg = (myPy +nyQ,)

=

E,4

ojo

Kernel P w/ order 2372 = X {H2F OF

* |sogenies used in SIDH is a separable isogeny
Cp=noody

* Isogeny of degree 2372 =» 0(2372)

* 2-isogeny 372 times =» 372 - 0(2)




SIBH (Supersingular Isogeny Diffie-Hellman)




Recent attack in Isogeny-based Cryptography

» Key recovery attack (Castryck, Decru)
« Kani2| ‘glue-and-split’ &1 2|F At

SIKEp434 SIKEp503 SIKEp610 SIKEp751
HorAur 1 2 3 5
SAAZt 62 m 2hr 19m 8h 15m 20h 37m

« SIDH/SIKE= 2t S| Rl Ho 2 7tF
e SIDH/SIKE 7|HIe 2 AA =l &=

<> =, (D
@ @

Seroy gy

Mok

A HO
T ”HA O




Recent attack in Isogeny-based Cryptography

» Key recovery attack (Castryck, Decru)
o Attack Of] A2 Fl SHH : Torsion-point
o SOLO|A Xprlel H| Rk = HAtEl ettt HE

O
. O|HEE 0|2 2E3 30| Bt 2X0| AS

oz
b

Isogeny Problem Endomorphism Ring
Computation Problem

Hard Hard

E, > E, E, > E,
¢ ¢
Hard R Hard Hard IR Hard
I ’ ¢I | ’ d)l
0 o0 0 0
1 Easy 2 1 Easy 2
E, E, only with torsion point information



Recent attack in Isogeny-based Cryptography

» Key recovery attack (Castryck, Decru)
o Attack 0f] AP El A . Known smooth degree isogeny

* lsogeny 7|8t &tz = & EtA=F4M ALO|Q| isogenyE =70 7|8t

- 2282 ?I5l £m-isogeny AHE




Recent attack in Isogeny-based Cryptography

» Key recovery attack (Castryck, Decru)
* Attack O] A Fl S M
@ Torsion-point ‘J & : O A XpAo| H| Rt = ALt bt TE
@ Known smooth degree isogeny
3 Known endomorphism ring

Torsion point

Smooth degree Known endomorphism




Recent attack in Isogeny-based Cryptography

» Key recovery attack (Castryck, Decru)

* Attack O] A Fl S M
@ Torsion-point ‘S & : M CHEO| Al XpAlQ| HI RIS 2 ARl St gr T EH
2@ Known smooth degree isogeny
3 Known endomorphism ring

* Impact on isogeny-based cryptography

SIDH-based CSIDH-based SQlSign
: SIDH, SIKE, BSIDH, CSIDH, Seasign S .
AU SIDH-Fiat CSI-Fish HRAS oHA

Result X X (0) (o) (0)




CGL-Hash and FIBS




Outline

» Struggle for an efficient digital signature algorithm in isogeny-based cryptography

2017 SIDH-Fiat 2019 CSI-FiSh

Signing: 8s Signing : 2s = 395ms
Verification: 5S Verification 2s = 393ms
(with cost of 28m keygen)

o—o— 00— 00—

2018 SeaSign 2023 SCALLOP

Est. Signing : 10 hrs Group Action .
Est. Verification : 10 hrs (CSIDH-1024): 12 min
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Hash-based Digital Signature

* Security base
o« SiA|2f OG0 2| &

» Stateful HBS (i.e., LMS, XMSS) :
* Include a 4-byte index value in their signature which represents the state.
* The state is used when signing a message and should never be reused as that could allow for signature.

» Stateless HBS (i.e., SPHINCS+)
* While stateless eliminates the need for proper state management.
» Significant increase in signature size and slower performance because of the FTS(i.e., FORS) structure.

oTs OTS oTs oTs oTs OoTS oTs oTs




CGL-Hash

« 200943 Charles, Goren, Lauterdj| 2|5l X| 2t
« f-isogeny graph2| fast mixing property O| &
- 0|2 5= 7ts580| HCtE[O 2019 PannyOfl 2|3l 7l =

7| & cGL-Hash

n-bit message ¥ logp = n A F» 0| M &ALt

. Ey . 0 E; 1
Q\/E /OI\ EOZ\// 0\/\ g X

Hash output




CGL-Hash

* IDEA

* Provable hash
. SE0| HMSI= 7*OI oL o2 =XE F

= A s
« Charles, Goren, Lauter = expander graphg O| 83t sifA| &= A2t
* Input : Message = expander graphO| A 2= H2F2 X|A|

* Output : Ending Vertex
« XN|OtSt= HEH 2 O] = expander graph& A&l = £X| Tt &3] Ramanujan graph2t LPS graph 0| & 7t

a




CGL-Hash

* Ramanujan Graph ¢ = (V,E)
* G :k-regular graph, 5 X| 22| 7|=& h 2} StA}
« G 2| adjacency matrix & A 2t S}'™H A = h x h 2| symmetric matrix O] C}.

Q \

3-regular graph

R OO R RO
COR R OR
OCR OO R R
R, RO ORrR O
R OR R OO
OR PR OOR

\_ J




CGL-Hash

* Ramanujan Graph ¢ = (V,E)

G :k-regular graph, 3 X| & 2| 7§=& h 2} S}X}
G 2| adjacency matrix & A 2t St™H A = h x h 2| symmetric matrix O| C}.
A 2| eigenvalue= || < k E TS

« Ramanujan graph= E 25t A E 9| expander graphZ —k 7} OF=l non-trivial eigenvalue Ol CHSH |A] < 2vVk =
N2

 Random walkO| CHSH rapid mixing propertyE 72




CGL-Hash

» P{-lsogeny graph € F,e
* Nodes (Vertex)
* F,-isomorphic o Et@l=
« j-invariant2 E
. [%J + e 702 ZX|HO| =X (e € {0,1,2})
* Edge
« EfRIZM ALO|9] £ -isogeny

« {-Isogeny graph = A& El £ + 1 - regular graph
e |1] < 2v2 2 BtFA|7| = Ramanujan graph




CGL-Hash

e Algorithm

Algorithm : CGL hash function

INPUT : message m = (my, -+, my),, starting curve E € F ;2
OUTPUT : j(E) € Fp2

Whilem # 0

ifml- =0
¢:E - Ey kerp =P,
E < E,

1

2

3

4.

5. else
6 ¢:E > Eykerep =P,
7 E <« Ey4

8 m=m>»1

Return j(E)




-____________________________________________________________________________________________________________________________
CGL-Hash

New CGL-Hash \

« 2%l endomorphism ring = 7tX| = Et&F 4

AT M2 ALES =

rQ
rx

n-bit message 9 logp = 2n Q1 F» O &4t




FIBS — Design Rationale

* FIBS
* Fast Isogeny-Based Signature
* Isogeny-Hash-based digital signature algorithm
* Hash-based digital signature algorithm using isogeny-based hash

CSI-FiSh (4096) << FIBS << SQI-Sign




The Algorithm

* SPHINCS + Isogeny hash




Parameters

 Parameters for SPHINCS

SPHINCS+_SHA256-128f-simple 16 66 22 6 33 16

* Parameters for CGL Hash
« p= 2607 —1
* Generator
e XPA:5+41i
* XQA:15+i
* XRA:




Performance

* Performance
* Intel Core i7-7700 @ 3.6 GHz, gccv. 9.4.0

Classic 128
SeaSign
KeyGen 0.03s 13242 s 0.6s
Sig Gen 36,372 s 3,158.44 s 25s
Sig Ver 36,372 s 189.07 s 0.05s
SeaSign FIBS SQl-Sign
Public Key (byte) 64 32 64
Private Key (byte) 32 64 16

Signature (byte) 20,144 17,088 204




Conclusion and Future Work

e Conclusion
. lsogeny 7|Ht AS = (FLEO) MA A HS OHE 7| ol 2 of 1 TS
- FBS: 7|E €T 40| &L = U= CGL-hashE 0| &% XM Y

* Security
« SHA| 7|8F X M HO| Qg2 A 22 ¢
o X|OtShE It2tO|E{ 0 A CcGL-Hash O] 7N QI Ot 2M T Q

* Future Work
e CGL-hash X| &3} & sPHINCS+0]| XX XM &
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