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First PQC Standardization Conf: X
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& nistgov,

BE An official website of the United States government

First PQC Standardization Conference

NIST has initiated a process to solicit, evaluate, and standardize one or more quantum-resistant public-key
cryptographic algorithms. The submission deadline of November 30, 2017 has passed. Please see the R
5 ns for the listing of complete and proper submissions

This conference will be co-located with PQCrypto 2018

Lodging Information +

‘ Cybersecurity and Cryptography

CONFERENCE
f April 11 - 13, 2018

@ Pier Sixty-Six Hotel and Marina
2301 SE 17th Street
Fort Lauderdale FL, 33316

Full Conference Details

Attendance has reached the maximum capacity
for the meeting room. We can no longer accept
late or onsite registrations.

& REGISTRATION CONTACT

Karen M. Startsman
karen.startsman@nist.gov®

(301) 975-6602

& TECHNICAL CONTACT

Sara J. Kerman
sara.kerman@nist.gov®

(301) 975-4634

Dept. of ECE, Seoul National University
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SISARA  International Conference on
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Modification of Generator Matrix of RM(5,11)

RM(5,10)

R N

0

Figure: The generator matrix of the modified pqsigRM
’ public code from RM(5,11) .
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» 0|29 NISTOI A ZIgste EAE QR4S BES ZRHE
- 1Ef2E0 M=LIATE 64712 dE|E T 4et2E0 =872 ¥ 2[F
Signatures: CRYSTALS-Dilithium, FALCON, SPHINCS+

KEM/Encryption: CRYSTALS-KYBER (BIKE, Classic McEliece, HQC, SIKE)
- B 79t Y2 O/ H|FO0| FHME B (1225 1971, 42H=2 E: 37H)

Signatures | KEM/Encryption Overall
1R | 4R | 1R 4R 1R 4R
Lattice-based 5 2 21 | 26 3
Code-based 2 - 17 (3) 19 (3)
Multi-variate 7 - 2 - 9 -
Hash /symmetric based | 3 1 - E 3 1
Other 2 - 5 (1) 7 (1)
Total 10| 3 | 45| 1(+4) | 64 | 4(+4)

H 1. NISTPQC B3 1 1 2t R EQ 422 e &
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- LiYot 27 8 F2 5 ArE5IH £= 0|20 7|8t
- Goppa £ =2, Quasi-cyclic 2, Reed-Muller (RM) =, Low Density Parity Check
(LDPC) &=, ...

- 40 O] S MA[X] B2 MSHL 2248

Ex) McEliece 371{7| &=, CFS ™A} M, ...

NIST PQC: Classic McEliece, BIKE, HQC, ...
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« HAX] mit 2F e Of CHSHA] O 2HES R0 dJ BB G (kxn

0|&

+ F20{me & 4dotl LREE LM (22 c=mG +e & 4
=

- 7)o gHZL

SHO A

s =cHT = mGHT + eHT = eHT

=,s = eHTHEfQ| A
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| } »% Coding and Cryptography Lab.
A :;"- # Dept. of ECE, Seoul National University

EEg

a

tH ol MO = LIEFH,

12



=

=2 J)d Y%

MEZE 52 X (Syndrome Decoding Problem)0i| 7|2t

« HeT =sT QM wt(e) <t & BES= 2LF HH o= +5t= =X

2o/ 2Bl Ma HE

2 & o = HE
- B2 9 SESESE
-l n -
- wt(e) : e2| Hamming F ) -
| | | |
« NP-complete =X o o
=
| hi ho H hp_1hp | =
n -
| | | |
| | | |
| | | |
e
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SAAME AIAE

« T ME ALE| M 7HA] oHE

1) 7| ‘8’8 . 37| pket HIL7| skE M (In: security Tt2t0|E 2, Out: pk, sk)

2) M3 : Alice= BIAIX| moll HI 27| skE AHESIO M 65 M

(In: m, sk, Out: o)

3) 4

ol

: Bob2 HAIX| m I} MY o2 20 U1, ZIWF| pkE AFRSI0] MFO| LH=X| AS

U

(In: m, o, pk, Out: ZZ Z1} YES/NO)

HAIX] m ISEEN YES/NO

A P
idsh

oY
0[¥
o
(@]
O

D2 HAME A A
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CFS &8 XIM3 A|AE

= CFS (Courtois, Finiasz, Sendrier, 2001) ™ X} A&

. —

g XM 8= [ ™A M A &E F StLt

« X2 Hamming 2 & 4= 7S & WA #HR5{M == abg T

M (message) .
— Hash =P s(syndrome) == | Decoding

L
’ —— o (CITOT)

Y

i(iteration cnt.)

signature (M, e, i)
18 3. crs TAM G A2 O] M b 1)

[1] N. T. Courtois, M. Finiasz, and N. Sendrier, "How to achieve a McEliece-based digital sighature scheme," in International Conference o
n the Theory and Application of Cryptology and Information Security, 2001, pp. 157-174: Springer.
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« el rm 22 F2
= 20| n = 2" K& ky = Noo (7). Bl A2 dyin = 27721 O T MY £

 Boolean &= v, vy, ..., v, =2 rAl 4 ASO 2 HH s

—~

Vo \
U1

V1V2
V103

VUVm—1Um

V1 Uy
V1" Up—-1Up41

\Um—FH'”vm/
R Coding and Cryptography Lab.

Dept. of ECE, Seoul National University

16



M £2

. RM £30| 759l 4
A

« MAHHQ HEfOf S SAHE

GRM (rm-1) GRM (rm-1) )

- GRM(r,m) = < 0 GRM(r—l,m—l)

GRM (rm-2) GRM (rm-2) GRM(r,m— 2) GRM(r,m— 2)
0 GRM(T—l,m—Z) 0 GRM(T—l,m—Z)

0 GRM(r—l,m—Z) GRM(r—l,m—Z)
0 GRM(r—Z,m—Z)

- (UU+V)TZ

- RM(T‘,m) = {(ulu + v)|u € RM(T‘,m—l)rv € RM(T‘—l,m—l)}

. REBO|y SIREEO|U+V HEN} Bl BT} E

= i Coding and Cryptography Lab.
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M £2

« RM 220 7= 0l 4
. WO T Boj < Ofahel £ 7R Het A B

° GRM(O,a) = {(O, ey O), (1, e 1)}

ﬁm
(1\ @

* GrRm,, =

W % Coding and Cryptography Lab.
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M £2

 RM F2°| HH 52 1
« XHEQ HdEZ O|EFIH Dumer2| 24l Algorithm 2 Recursive decoding of RM code [10]
2R E8Xo BsE '%* 2 olA| =L} illll:tl.l:llﬂ Rl.]tat(l'll;::mvul)urm)mi[},-.;-. m)
Perform MD decoding on RM(0, )
* RM(r,m) 9' =2 &= RM(r,m—l) J_ll' else if  — m then
L Perform MD decoding on RM(r, )
RM(r—l,m—1)% HHELE =282 M) else
[ (¥ly") ¥
= y =y -y"
V « RECURSIVEDECODING(yY,r—1,m—1)
« (UU+V) TNy BES BN 525} Y (y +y" - 0)/2
10080y 228 Beste 25 SRR )
end if ‘
* RM(O,m)J_I-l' RM(r,r) BEE2xH AL 5= end function

NEe=E 53

[2] I. Dumer, “Recursive decoding and its performance for low-rate Reed-Muller codes,” IEEE Trans. Inf. Theory, vol. 50, no. 5, pp. 8

11-823, May 2004.

K %, Coding and Cryptography Lab.
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- A F2 LU2[ES AMESHH 2= FO T MEE0 U5 =2 7ts (B2
Sff & F A0 A)
= HX MM ALESH| At
. SIX|TH RM B30 X0 L3t 7| B3 2 A= F
- Minder-Shokrollahi & 4, Chizhov-Borodin 54, A& £2 &4

 Proposed : Enhanced pgsigRM< O|H S4=% 25 2HOtLf= RM &2 7| g
CFS X M3
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Dual 322, hull

= Dual 22| g 3 E4
o) (n, k) &= cOf| T3t dual =2 L2

- Cct= {x € IF‘3|(x,c) = 0,Vc € C}

dim(C) + dim(C*) =n

(CJ_)J_ —

C-(CHT =0

O 220 e HHO| dval F=2 . 2| E| M2 HEH

= Hull
« hull(C)=Cnct

« RM 22 0| A= hullE 0| &5t= 540| XY (e.g. Minder-Shokrollahi & &

" } »% Coding and Cryptography Lab.
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Enhanced pas

= pgsigRM2 RMEF 2 E HAHSE D CFS 220 8510 2017H0f| NIST PQC 122 E 0| ZHE.

= 1 3 pqe-forum SO K 7| 2| AE SAYE S 81 Z310] 202030 Modified pgsigRM2 2 7.

= 7] 37[2 MY MEZ XA} 510 2022 H 0| Enhanced pqsigRM2 £ 71,

Original pgsigRM B! (2017) Modified pgsigRM 41 Enhanced pqgsigRM 5]
(2020) (2022)

7| A4 HhAl & puncturing 3 =7} 2 2H permutation, HE XN permutation,
o =7+ S CHA| S =7+ Sl CHA|
=2 Ity ZHEHSHX| U2 2 & 5| E =i & 5} =l
S48 HullZ O| &3l A puncturing &= 34 = e

H 2. pgsigRM €1 2[F 2| 7§ 1t

[3] W. Lee, Y. S. Kim, Y. W. Lee, and J. S. No, ‘‘Post quantum signature scheme based on modified Reed—Muller code pqsigRM,’’ in First Round Submission
to the NIST Postquantum Cryptography Call, Nov. 2017.

[4]Y. W. Lee, W. Lee, Y. S. Kim, and J. S. No, “Modified pqsigRM: RM code-based signature scheme,” IEEE Access, 8, 177506-177518, 2020.

[5]J. Cho,J. S. No, Y. W. Lee, Z. Koo, and Y. S. Kim, “Enhanced pqsigRM: Code-Based Digital Signature Scheme with Short Signature and Fast Verification

for Post-Quantum Cryptography.” Cryptology ePrint Archive, 2022.
»% Coding and Cryptography Lab.
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Enhanced pasigRM

=N= H
» 22X O 2 permute= RM &=
1) RME=22| MFAH A= 0|35l M ddHZ ofeljet 20| Lis
2) HHAW =2| 471 2| HE=0f| 212t permutation Jé% 7tgt.
3) OtX|2 Zo| #HO|| permutation 02 S 7+t
- 7| F7 54 WX
« O|m, hull®| dimension= 3| E’d8HF0{ hullg 0| &dt= 354 &X|.
G?:.m—z) G?:.m—z) Gg?.m—Z) G?f.m—Z)
GU GU
0 G(r—1,m-2) 0 G(r-1,m-2)
0 0 G(r-1,m-2) Gr—1,m-2)
0 0 0 -
g3 2280 2 permute® RM B2 9| {1

p% Coding and Cryptography Lab.

i ;.;. Dept. of ECE, Seoul National University
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Enhanced pasigRM

-
1P P
Gy = (’('r.m—il} G(r m—2) 3
1 0 G{r—].m—?)
) G{'r—].m—Z) G{r—l.m—?.'}
Gy = p
|2 0 G —2.m—2)_
I 1ol 1]
i A
Gg} = (J'_fr m—2) — 0
(" —1,m—2) ('(r—l m—2)

« (U,U+V) B2l &2 A2 hull2 7HXHH, dim(Ut n V)7t 2

« 2EEXHOZ permute= RM 220 utnv &=
ole
=]

&2, Of o XHA 2 of2het &=

242 7Hx{Of o

o Ao Af Bzt

min(r—1,m-r-2)

2

i=0

min(dim(RM¢—1m-2y), dim(RMun—r—2m-2))) =

(")

= [6] T. Debris-Alazard, N. Sendrier, and J.-P. Tillich, "*The problem with the SURF scheme," 2017, arXiv:1706.08065.
#Wjs% Coding and Cryptography Lab.
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Enhanced pasigRM

hd :I-Ol‘lTl_;

B 1

a a
1P P
G('r.m—l} G(r,m—z}
1 0 G‘{r—l.m—?)
G{'r—].m—Z) G{r—l.m—?.'}
p
|2 0 G —2.m—2)_
I 1ol 1]
=P
(J'_fr m—2) — 0
(’ —1.m—2) (' r—1.m—2)

- RMqm) 2l dual : RMy—r—q my

- r'<rO|H, RMz1my & RM (3 m)

|O

| KF 2 7

IR %, Coding and Cryptography Lab.

o) % 37.” M OHX_TI_, Hél'7
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Enhanced pasigRM

il
=
<
I
Lot
2
ah
N
U
2
N
Ral
[
ogt

RM 230 A {HEH X E 271t
H =)

RM(r,r)E0| 2m-7

v — T _  T—
krep 2 2 Krep il .

(CHM HEC o =22

v kgy =2

A codeword from dual code

v 7|E9|RM ES EL HA| ol ==

Random independent rows

=
1 37|' kapp

“:\\\

2
///%/%? : generator matrix of random (2", kmp) code replacing RM,.

d2lg4 JfMEI MBSO X

5M}s% Coding and Cryptography Lab.

Dept. of ECE, Seoul National University

27



Enhanced pasigRM

- Ol O] HEHS (27, kyepp) F 22| dual F 2= E2| Hamming FHE & 11 00| Ot £ 205
A

Z|a ok 7h Ol =&

- 22X permuteTF 5, 71 dual 27 ®=9| Hamming 74 E 7HX| =0
= X 0 HEHS HO|=5 17| g

1 1
Ip %
o }5%’?,’/‘/// ://;/// i ;//;, 2 /////, s
2
Op

1

A codeword from dual code
kapp Random independent rows

w,
% : generator matrix of random (2", krep) code replacing RM,.

d2lg4 JfMEI MBSO X

s% Coding and Cryptography Lab.
Dept. of ECE, Seoul National University 28




Enhanced pasigRM

- O|lf, 2= Z=2| Hamming FH & 411 00| Ot #30{E =

2 o

=1
o
0
H
oot

227t ®=9| Hamming +4& 7t&

—

X8 (u,u+v)E3E
7| 20| (U, U+V) B0l B &

EIECPVES/IS —

A codeword from dual code

kapp Random independent rows
b
g/% : generator matrix of random (2", kmp) code replacing RM,.

O 4 J|MEl RM B S 9| &
% Coding and Cryptography Lab.

i Dept. of ECE, Seoul National University
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Enhanced pasigRM

= Modified RM &=

P

3) Dual 22| £330 F7}

- Dual =2 ZO|M #HESIH £=20 ot 25 7t

ermute BF S}, hull2| Hamming £ A7t 42| Hij=7} &

H (J
- ﬂ—T':&| p
_ H & AL = = o|ls
= (HEH F2o| hllMH) oo H4& 7| =5 o17| f[=
o XL = P
- HullE ot & ddsiF= 2
o op oy op
r 1r . : : 1
2
p
L
A codeword from dual code
kapp Random independent rows
w,
% : generator matrix of random (2", krep) code replacing RM,.
D
H —e
L A4 WMHME RM EZO| X
% Coding and Cryptography Lab.
30
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Enhanced pasigRM

= Modified RM £2°| 53 1td
- J|2Ho = RM E2O| MHHQ JEZ o|8st MHAE E= 1PHZ HA
* 03,05 : Permutation ?/A|& €H =2 7t

1) RM(r,r)SS 2m 72| Mgl MEB (27, k,,,) £ 2 ChA
2)  kapy RO MBS B YT 2T}

- 2),3)2 FItE|= HS0f CHH M = received HELO]| C,,, (F7HEl= B2 HEhol|l £ot=

=0
F20{=S HotHA 272 20 FH 2Lt 2otE W7HX] gh=

- Bj6% Coding and Cryptography Lab.

visli |
LI ¥ Dept. of ECE, Seoul National University
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Enhanced pgsigRM XX AM®

= Enhanced pgsigRM T At A H

e CFS ™A} MEH BHAIY| modified RM 39| T 2| E| XA

ot

2= A8

DOOM(Decoding One Out of Many) =Xl

* Enhanced pgsigRM2| &HHE 2 HEE =2 X2 HA 2 DooM X0 7|Et

i
-
=
@)
<
>
o
rx
0x

NIST SP 800-22 (ZHE H|E M HAE) &4}

- SH7I7HHE A AL FE S7HSOICE AS 2N E 2olg

“-' Coding and Cryptography Lab.
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Security

= DOOM(Decoding One Out of Many) =Xl

- Instance: (n, k) N F2 2| IHE2|E| M2 HE H € Ian_k)xn, MNEZE 51,89, ..., S,

A
jg—r W.

- Output: (e, i) € F} x [1,q]
- Ol wt(e) <w,HeT =s;T

« Enhanced pgsigRM2| &HHE 2 M EE 53 2K 0A 2% E DooM =H|0f 7|

Ht

#5)3s% Coding and Cryptography Lab.
*@ﬂt # Dept. of ECE, Seoul National University
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Security

= EUF-CMA (Existential Unforgeability under Chosen Message Attack) 978173
1) Challenger= 522t S707|, H2 7|2 Tt= 1 AttackerO| Al S7H7| & XS
2) Attacker= HM|X|S= 22t 0|2 &= AL 20| tiet =t MY U=

HtS
O

3) Attacker/} 72t HA[X|-ME B(F0EX| i M2 &S HOFLHH
540 48

* Enhanced pqsigRM2| EUF-CMA 2t d2 Oteff | F7tX| ZH| £ reduce &

1) Modified RM 5235 0| 1A SR

2) AKX hullE &= DOOM &4

* Enhanced pgsigRM2 &707|7F & E7ts5I0H= 718 SOl EUF-CMA ©¢F

o =< =
MEZ2 5He

= ' *’ Coding and Cryptography Lab.

i ¥
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Enhanced pasigRM

= Enhanced pqsigRM T At A&

. Modified pqsigRMO|A] E7}X|  © Key generation

G: k x n generator matrix of modified RM codes

> o H: (n— k) x n parity check matrix of modified RM codes
—|—7|- 7HA|_-| ® QﬁFﬂxn
2
. . * Hsys = (I|T) L SsysHQ
- SystematlcOJ parity check o Public key: T
. = N - = o Secret key: Q, a;,af), krep X 27 (repeated) replacing codes, kqpp X 1
matrixs AF&SI S707|& appending codes, and 1 x n padding dual code codeword
TE ALE. (T:T>'_7H9| 7DI-_JI\_) e Signing
o m: Message, i < {0,1}*: Counter
— o o s + h(mli): Syndrome
- HYI|S TadHE T
— o o ¢ « Decode(s": H
=810] 37| A A3}, e
AHA N Sl = o Signature: (m,e,i)
- UEFS S3A A &S e Verification
. wtle ) T — 1
_||:_ H|_-|O| O|'|_| E'_|' o|_|_ |:|I_.||:|I_|. Al_g_ : :;Sr;r(rfe)tugmuRTE:]dE(I:{_Fysf = h(mli), return ACCEPT
ot0 M 1 7t} 12l 5. Enhanced pgsigRM2| T At M H A Z

s0js% Coding and Cryptography Lab.

Dept. of ECE, Seoul National University 35



Enhanced pasigRM

= Systematic®t & 7H7| 4
 Modified pgsigRM : H' = SHQ:(n— k) xn &=

* Enhanced pgsigRM : H'sys = ([IT) = T: (n— k) x k & Z

+ nO| ZCH= 7P SOl systematic®t B747| 27| S Z TSt EH 211 k7}0 S nof

LA 7 X[ OF .

e Ol2HO| Lemmas EUZ2 r S Edll k S ZHS S Q8.

Lemma) RM £33 0| M= 2E r,r’,m 20| CHSH Of2fof Al S BHEBICE (' < 1)

RM(r',m) € RM(r,m)

= i Coding and Cryptography Lab.

vo]iux | Y
LI ¥ Dept. of ECE, Seoul National University
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Enhanced pasigRM

= Enhanced pgsigRM
« Systematic®t S7H7| AFE
- SN 27 B (n—kn= (n—k)k

o 7|EQ| &2 security levelOf| CHSH 212 BRI HE 2 SI47| 27| 44 7ts

(r,m) (5, 11) (6, 12) (6, 13) (6,12) (6, 13)
n 2048 4096 8192 4096 8192
k 1025 2511 4097 2511 4097
Security 80 128 256 128 256
level
Bit security 83 130 259 130 259
7071 2 0.25 0.77 4.00 0.47 2.00
7|(mB)

H 3. Modified pgsigRM 2} Enhanced pgsigRM It2t0[ B H| it

= i 3 Coding and Cryptography Lab.

i A ; Dept. of ECE, Seoul National University
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Enhanced pasigRM

« H[Z27] X235t

 Modified pgsigRM : ¥ & S, H,Q X

* Enhanced pqsigRM : Q, 05, 05, kyep x 27 BB (HE F2 ThH| F2), kgpp X1
A (AHE RF2 F/EE), 1 xnWE (dval F2 FIHBE), S MAH HQE
O

systematicOtA| 2FE = unique®t S, & 2 W & H| 27| X)

. AEE 7t23]
* Modified pgsigRM : h(h(m|SHQ)i)

* Enhanced pgsigRM : h(m|i)

5M}s% Coding and Cryptography Lab.
' mi‘uiﬁ.,_ ¥ Dept. of ECE, Seoul National University 38



Parameters

k=3 T e g

- Modified RM 22 9| Xt 2 7|&E°| RM (r,m) (6, 12) (6, 13)
S50 At 2 3t 6 4096 8192
k 2511 4097
w 495 1370
p =386 >562
Krep 62 62
Kapp 2 2

H 3. Enhanced pgsigRM It2f0| Ef 4f

$R»% Coding and Cryptography Lab.

.|.‘"1 4,
A _‘.
Y
4{ TAS M)
i o
T
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Parameters

= w: 2F9| Z|Cf Hamming 7|
- Oj2{ 7o B LSO Lol 5= 5 df
H119kg80% JEo =& A

Zo2 S0jQLX AHNOR £H

HU
S
N

- Enhanced pqsigRM

(r,m) (6, 12) (6, 13)
n 4096 8192
k 2511 4097
w 495 1370
p >386 >562

Krep 62 62

Kapp 2 2

H 3. Enhanced pgsigRM It2f0| Ef £f

¥]36% Coding and Cryptography Lab.
i ._:-‘:' Dept. of ECE, Seoul National University



Parameters

= p: Partial permutation ===

e 0<p<

SN

p = 0 : Permutation Of0f| SFX| RF2 2

% : Full permutation

[ ]
=
Il

- Enhanced pgsigRM

« p 20| 225 decoding iterationO| & A| (r.m) (6, 12) (6, 13)
LRMM SX|E, n 4096 8192
« 7ot ZO0|A &£[H 7|ES| RM 22 L k 2511 4097
T =8 X[ = =X 7t =K. w 495 1370
. P >386 >562
o« MEfM £ HEl LHO|AM AFESHA =
Krep 62 62
Kapp 2 2

H 3. Enhanced pgsigRM It2f0| Ef 4f

AR Coding and Cryptography Lab.
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Parameters

o] A
p o2 Bl 2E

« &7 712/ hullO] 7|E2| RM 220 £33t 1 A 240 3™, Minder-
o
=

Shokrollahi 44t Z4 2 54

- Enhanced pgsigRM

(r,m) (6, 12) (6, 13)
n 4096 8192
k 2511 4097
w 495 1370
p >386 >562

Krep 62 62

Kapp 2 2

H 3. Enhanced pgsigRM It2f0| Ef 4f

¥]36% Coding and Cryptography Lab.

._.f":. Dept. of ECE, Seoul National University
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Parameters

« JH :Ful perrnutation% H=2 [f PHE9 dim(hull(cpub) \ RM, ,,) O FA| &= =|CH
X

— o o
StEZ2piUs He A

- MEHOoZ = AL p 30| SO W2t dim(hull(Cpup) \ RM,.,,) 2 E S7H5HD

= O
O = =7t saturate SHA| &.
S e
2 (r, m) (6, 12) (6, 13)
i 540 n 4096 8192
% k 2511 4097
":g s10 w 495 1370
:, p >386 >562
< 40 Krep 62 62
e Kapp 2 2

p N _ _
l6.p o = dim(hull(Cpyp) \ RM; 1 ot H 3} (EnhpgsigRM-613) I 3. Enhanced pgsigRM It 2}0| E gk
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Parameters

" krep

¢ Kpep =27 —2

fun
=
<
N\
3

=

g
un
o

e Modified RM £ < O
.

2mrIfo| HHE Bl HESH (27 k,p,) RS2
CHAISt= k 24

« CHA[SEZ| ™ol 85} £ 2X0

¢ kop =2

rot
A
L
0%

e Modified RM £ £ Ot= [[H, 2H 5

== FNTFE kU

ISRy % Coding and Cryptography Lab.

(r, m) (6, 12) (6, 13)
n 4096 8192
k 2511 4097
w 495 1370
p >386 >562

Krep 62 62

Kapp 2 2

H 3. Enhanced pgsigRM It2f0| Ef 4f

Enhanced pgsigRM
UONRSOUWIINN | Erhonced pasigRM

pL 33__‘5._;-‘:' Dept. of ECE, Seoul National University
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Parameters

= Enhanced pgsigRM= £2 7|8t ™ X} A

Parallel-CFS

Security level

d 37 27 ME £

3 20| 74 &t

—

SM7| AO| == Df 2

DIERLEL Enhanced Classic
(Asiacrypt (Eurocrypt pgsigRM McEliece
2019) 2019) (KEM)
128  &707] 27[(mB) 2.7% 105 3.10 0.015 0.47 0.26
A ZO0|(byte) 59 1647 4060 512
256  &707]1 27| (mB) 9.4x 1015 12.43 X 2.00 1.04
MH Z0|(byte) 155 3293 1024
H4.CHE 7|8k

Je[Esae| mietolH 37( 5l

Security level Crystals- Sphincs+
Dilithium

&707| 37| (byte)

1312 897

2420 666 7856
2592 1793 64
4595 1280 29792

A MY =2l ietd| e 37|

A ZO0|(byte)
256  S707| A 7|(byte)
ME Z0|(byte)
" 2l c
#is% Coding and Cryptography Lab. H 5. NIST4 22

& Dept. of ECE, Seoul National University
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Verification Time

= Enhanced pqsigRM 2| verification time H| 1

* 128 bit security: Verification timeO| Crystals-Dilithium2| 2f 5Hj

* 256 bit security: Crystals-Dilithium2| 2F 10H}.

Security Enhanced Verification Cycles
pqsigRM

Avg Median Crystals- Falcon Sphincs+
Dilithium
128 Enh- 1,740,417 1,717,366 327,362 82,340 308,774
pqsigRM-612
256 Enh- 8,260,745 8,094,462 871,609 168,498 696,980
pqsigRM-613

Table 2. NIST 42}2 E finalist= 1t 2| verification cycle H| 1

W1s% Coding and Cryptography Lab.

4R ¥ Dept. of ECE, Seoul National University 46



Other Parameters

= Z} security levelOf| [0FE H| 27| 27|, 7| M cycle =, A E cycle =& Ot &€ 5.

Secu | Enhanced 7| M cycle M cycle
rity pgsigRM

Avg Med Avg Med

128 .Enh- 10,736 2,626,460,531 2,643,729,770 4,738,459 4,337,129
pqsigRM-612
256 Enh-
: 22,512 23,046,351,332 22,863,327,573 60,863,577 26,116,121
pqsigRM-613

H 6. Enhanced pgsigRM2| B & 7| 37|, 7| “dd cycle =, AH cycle =

}}s% Coding and Cryptography Lab.

LY Dept. of ECE, Seoul National University 47



NIST Comment 8

= NIST PQC 42+2 & A HAG| Enhanced pgsigRM €11 2|&F 2 X =5t Of
22| =7FX| commentE B =
1) n-k7t 45 22 ™ information set O| Z0tA{ A information set decoding= O|
&5t forgery attackOl| A] 24

- WhEESE Q2

fujo
s
fujo

2) Minimum weight codeword=
- kdpn 25 72l

« Information set decoding®l 2|5 weight wQ! error vectorE decoding® =&

o o AL — SL= (@)
=2 FUsSENFY)

(©]

(Minimum weight codeword=

(nv_‘,k)_(n—k)(n—k—l)...(n—k—w+1)z(n—k)w

(Tl)  on(-1D)m-2)... n—w+1)
w
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NIST Comment 8

= NIST commentS 1125} Lf2t0|H gr= 29}

™ 128-bit securityOf| Enh-
pgsigRM-613=, 256-bit security 0| Enh-pqsigRM-7155 A&l OF &t
= /071 271 A M3 20|
- /7| A7|= 0 a3
- M3 Z0|=

128 bit security2| &% : Crystals-Dilithium2| 1/2H}

o\l 0\l

{4 O
=}
256 bit security2| 8% : Crystals-Dilithium2| 2HH

Security level Enhanced Crystals- Sphincs+
pasigRM Dilithium

128 S7H7] 27| (byte) 2,000,000 1312 897
MY Z0(byte) 1024 2420 666 7856
256 3707 27|(byte) 32,000,000 2592 1793 64
MY Z0(byte) 8192 4595 1280 29792

H 7. NIST commentZ7tX| 1125t Enhanced pgsigRM2| S71 7|2t A& 20| H|
sh1s% Coding and Cryptography Lab.
i Dept. of ECE, Seoul National University
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NIST Comment 8

= Verification cycles

* 128 bit security2| B : Crystals-Dilithium2| 25 (74 &)
256 bit security2| % : M2 5 T (Tt2t0| & 2f0| B

40| AHX|CF 2L segment error 7t
MM REO| A TEE AT F)

Enhanced

Verification Cycles
pasigRM Avg Median Crystals- Falcon Sphincs+
Dilithium
128 Enh- 8,260,745 8,094,462 327,362 82,340 308,774
pgsigRM-613

H 8. NIST comment”7t X| 1229} Enhanced pgsigRM2| &S cycle =

'1 | , Coding and Cryptography Lab.

¥ Dept. of ECE, Seoul National University
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NIST Comment 8

= 128 bit security O] [IFE H|[ZZ| 2 7], 7] &d cycle =, MY cycle == O et & =.

Secu | Enhanced 7| ‘8 cycle T MY cycle
Avg Med

rity pqsigRM
Avg Med

128 Enh-
pqsigRM-613

22,512 23,046,351,332 22,863,327,573 60,863,577 26,116,121

H 6. Enhanced pgsigRM2| B 27| 37|, 7| 4d cycle =, AH cycle =

T Coding and Cryptography Lab.
YUY Dept. of ECE, Seoul National University
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Outline

i __'4’3 %, Coding and Cryptography Lab.
% fhs ;.;. Dept. of ECE, Seoul National University

I
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Conclusion

= Enhanced pgsigRM= CFS Y11 2|&S= 7)ot ZAE YK}
AH0|H Bz 7[EE A MBS 71 2 Wef0| Y 4S

= CESENIST 1 2252} pq

pqc
T4k %1 OFE | %§6+ 0| OtE A

2t0lE 4s & O O._FIJ5PE% 3.

OH
=
M
a
ﬁ
r
=
10

* Coding and Cryptography Lab.
T“'mi‘ Dept. of ECE, Seoul National University
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. ' ' Coding and Cryptography Lab.
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