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Preliminaries

Definition

A lattice L is a set of integer linear combinations of independent vectors
{vi,--,vn} of R,

,C:{Eiai-vi]aieZ}
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Preliminaries

Definition

LWE (Learning with Errors): given a pair (A,b) € Z7"*" x Z;* where
b=A-s+e, s+ x, and e + DG,, (A,b) is indistinguishable with a
uniformly random sample from Z;**" x Z*.

Definition

Module variant of LWE: given a pair (A,b) € Ry™*" x Ry" where
b=A-s+e s« x"and e+ DGz, (A,b) is indistinguishable with a
uniformly random sample from Ry**" x Ry".

Definition
LWR (Learning with Rounding): given a pair (A,b) € Z7"*" x Z;" where
b=|p/q(A-s)] and s < x, (A,b) is indistinguishable with a uniformly
random sample from Zg**" x Z*.




History of Lattice PKE/KEM

History of PKE and KEM based on LWE and LWR

FrodoKEM Module Kyber
LWE [BcD*16] | 7| [BDK*1g]

NewHope
[ADPS16]

. RLizard Module
Ringz| (kL 1g] [
Lizard ———
[CKLS18] P
Saber
Module™|  pKsrvig]

[LPR10],
[LP11]
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Design goal

Goal: Suitable to lightweight devices
® Better performance: faster than previous works
® Small memory: smaller size in software
® | ow communication cost: smaller key and ciphertext size

® Resistant to side-channel attack: constant-time implementation
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Scheme - IND-CPA PKE to IND-CCA KEM

Basic idea: FO (Fujisaki-Okamoto) transformation [FO99]
e from IND-CPA PKE to IND-CCA KEM scheme

PKE "FO=UoT" KEM
passive active

PKE’ (det.)
intermediate
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Scheme - FO transformation

Two steps of FO transformation

® Derandomization T
® Make an IND-CPA PKE scheme deterministic

Encrypt, (pk, ) = Encrypt(pk, y1; H (1))

where H(u) is as the random coin [HHK17].
® Hashing U
e U~L: turn an IND-CPA PKE into an IND-CCA KEM

Encapsulation Decapsulation
1. Choose a uniformly random message p 1. u' = Decrypt;(sk,c)
2. ¢ = Encrypt, (pk, 1) 2. if ' =1 return L
3. K = KDF(y, ) 3. else return K = KDF(y/, ¢)
(a) (b)
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Scheme - FO transformation

Two steps of FO transformation
® Hashing U
® Many variants of U+
® |mplicit rejection, Re-encryption, Key confirmation, and
Replace input H (u, ctxt) of key derivation with H (u)

Encapsulation
1. Choose a uniformly random message p

2. ¢ = Encrypt, (pk, 1)
3. K = KDF(y,c)

(c)
Decapsulation
1. u' = Decrypt,(sk,c)
2. if W =L return KDF(¢,¢) (a.k.a implicit rejection)
3. else return K = KDF(y/, ¢)
where ¢t is a random value in a secret key

(d)
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Scheme - FO transformation

Two steps of FO transformation
® Hashing U
® Many variants of U+
® |mplicit rejection, Re-encryption, Key confirmation, and
Replace input H (u, ctxt) of key derivation with H (u)

Encapsulation
1. Choose a uniformly random message p

2. ¢ = Encrypt, (pk, 1)
3. K = KDF(y,c)

(e)
Decapsulation
1. u' = Decrypt,(sk,c)
2. if ¢ # Encrypt,(pk, /') return KDF(t,¢) (a.k.a re-encryption)
3. else return K = KDF(i/, ¢)

()

8/28



Scheme - FO transformation

Two steps of FO transformation
® Hashing U
® Many variants of U+
® |mplicit rejection, Re-encryption, Key confirmation, and
Replace input H (u, ctxt) of key derivation with H (u)

Encapsulation
1. Choose a uniformly random message
2. ¢1 = Encrypt, (pk, 1)
3. K = KDF(y,c)
4

. ¢=(c1,d) where d = H(p) is a key confirmation value

(8)

Decapsulation
1. i/ = Decrypt,(sk,c)
2. if ¢ # Encrypt, (pk, ') or d # H(y) return KDF(t, )
3. else return K = KDF(y/, ¢)

(h)
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Scheme - FO transformation

Two steps of FO transformation
® Hashing U
® Many variants of U+
® |mplicit rejection, Re-encryption, Key confirmation, and
Replace input H (u, ctxt) of key derivation with H (u)

Encapsulation

1. Choose a uniformly random message p

2. ¢ = Encrypt; (pk, 1)
3. K = KDF(p)
4

¢ = (c1,d) where d = H(u) is a key confirmation value
(i)
Decapsulation
1. p' = Decrypt,(sk,c)
2. if ¢ # Encrypt, (pk, ') or d # H(u') return KDF(t)
3. else return K = KDF(y/)
)]
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Scheme - FO transformation

Security reduction of FO transformation

¢ Security proof on ROM (Random Oracle Model) and QROM
(Quantum ROM)

PKE "FO=UoT" KEM
passive active

PKE’ (det.)
intermediate
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Scheme - Smaug IND-CPA PKE

e Communication

Alice Bob

(pk, sk) < Keygen(p) pk

ctat ctxt + Encrypt(u, pk)

u' < Decrypt(ctat, sk)

® Notation
e R=2[x)]/(zN +1) = {ap + a12' - +any_12V "1 | a; € Z}
° Rq = R/qR = {bo + blxl R bel.’EN*l | b; € Zq}

|a]: Round each coefficients of polynomial a;(x) in a vector a

HWT}: Sample a ternary polynomial having h non-zero coefficients
(a.k.a hamming weight sampling)

® DG,: Discrete Gaussian sampling with a standard deviation o
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Scheme - Smaug IND-CPA PKE

e Communication

Alice Bob

(pk, sk) < Keygen(p) pk

- ctat < Encrypt(u, pk)

u' <+ Decrypt(ctat, sk)

® Keygen

A — RE¥F

s+ HWT,, € R and e + DG, € R}
b=-A"-s+ecR}
pk = (A,b), sk =s
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Scheme - Smaug IND-CPA PKE

e Communication

Alice Bob

(pk, sk) < Keygen(p) pk

ctat ctxt < Encrypt(u, pk)

u' <+ Decrypt(ctat, sk)

® Encrypt

r + HWT,, € Rk

c1 = [p/q-(A-1)]

o= [p/q- (BT -r+q/t-p)]
ctat = (c1,09) € RI; X Ry
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Scheme - Smaug IND-CPA PKE

e Communication

Alice Bob

(pk, sk) < Keygen(p) pk

- ctat < Encrypt(u, pk)

u' < Decrypt(ctxt, sk)

® Decrypt

p=t/p-(ca+ cl. s) ]|
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Scheme - Smaug IND-CCA KEM

Apply variant of FO (Fujisaki-Okamoto) transformation [FO99].
¢ Security reduction in ROM and QROM [HHK17, SXY18|.

® Hash of public key in Encrypt
® Random coin and prevention of multi-target attacks

1: p <+ {0,1)%5¢
2: ctwt = CPAPKE.Encrypt (pk, u; G(p, H(pk)))
3: K = KDF (p, H(ctxt))

® Re-encryption and Hash of ciphertext in key derivation

1: y' := CPAPKE.Decrypt(sk.s, ctzt)

2: ctat’ := CPAPKE.Encrypt(pk, 1'; G(i', H(pk)))
3: if ctwt = ctxt’ then

4: Return K’ = KDF (u, H(ctzt))

5: else

6:  Return K’ = KDF(sk.d, H(ctzt))

7: end if

® No additional hash in ciphertext like RLizard

® Reduce size of ciphertext
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Correctness - error bounds

Error bounds

. Y Y

message error

A
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corru pted message error
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Correctness - error bounds

Correctness equation

® A ciphertext c¢i and ¢y can be expressed with errors:
ci=|p/q-(A-1)]=p/qg- (A -T+e)
co = Lp/q~ (bT-r+q/t-Mﬂ :p/Q'(bT-r—i-eg)—i-p/t-,u
® Then, in decryption
t t t
Lg : (02+cr{-s)-‘ = { -rT-(ATs+b)+,u+q-(sTe1+eg)-‘

=p+ Lt] : (rTe+sTe1 —I—eg)—‘.
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Correctness - error bounds

Decryption failure probability
® To recover the message p correctly, the co-norm of error must be
smaller than ¢/2t.
e We define a decryption failure probability (DFP) §:

§=Pr [HrTe +sTe; + egHoo > q/2t].

® DFP estimation
® How to test and result

# Env setting
$ docker pull sagemath/sagemath

$ docker run -itd -name lattice-estimat th/sagemath
r lattice-estimator:/home/sage

$ docker exec -it lattice-estimator /bii

# In docker container
$ sage

sage: pip install pandas
sage: import Smaug estimator_final

# If you want to run only DFP, comment lines 16-76 and run

(k)
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Security estimation and DFP of SMAUG parameter sets.
e Core-SVP and DFP

Parameters sets SMAUGI128 | SMAUG192 | SMAUG256
Target security | Il V
Classical core-SVP 120.0 181.7 264.5
Quantum core-SVP 105.6 160.9 245.2
] Dec. fail. prob.* H -132.7 \ -136.1 \ -174.5
*Decryption failure probability § is in log, scale.
® Beyond the core-SVP
Parameters sets || SMAUG128 | SMAUG192 | SMAUG256
Target security | Il \%
Arora-Ge 741.3(598.0) | 964.4(636.5) -
BKW 144.7(133.7) | 202.0(190.7) | 274.6(256.9)
Meet-LWE 164.3(143.7) | 213.8(192.4) | 283.2(254.7)
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The Core-SVP
® Most widely used as a measurement criterion for security level.
® Known attacks for core-SVP

® Primal attack
® Dual attack
® Based on [BDGL16] method, it takes
e for classical: 20-2928+0(8) time and
e for quantum: 20-2576+0(5) time where 3 is the block size of 5-BKZ

reduction algorithm.

21/28



Security

Beyond the core-SVP security

e Arora-Ge [AG11, ACF"14] and BKW (Blum, Kalai, and Wasserman)
[BKWO3]

® Algebraic and combinatorial attack
® Test results

ADPS16_classical

== Smaug128: LWE ==

Algorithm functools.partial(<function dual_hybrid at 0x7fff9a5ceb0@>, red_cost_model=<reduction.ADPS16 object at @x7fffal3e7100>, mitm_optimization=True
) failed with B =79 > d = 76

arora-gb .4, arora-gb, u: =2354.4, {: 373, |S|: =2°246.9, prop: =2°-105.3

bkw Tl .7, .7, b: 13, t1: 0, t2: t: 12, #cod: 420, #top: 1, #test: 91, tag: coded-bkw
usvp : :

o Meet-LWE

® Meet-in-the-Middle attack improved by [May21].
® For a key space size S, run in time S°3 asymptotically.
® However, there is a constant increasing the estimation result.
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Characteristics

Main characteristics of Smaug
® Take both advantages of LWE and LWR

® |WE: Conservative security guarantee for a key pair
® |WR: Efficient encryption and decryption

® Sparse polynomial
® Smaller secret key, and fast and simple polynomial multiplication
® Security of LWE with sparse secret is guaranteed [CHK™16].

Differences with Kyber
® Hard problems
® Smaug uses LWR to encrypt and decrypt for high efficiency.
® Advantage and security analysis of a sparse polynomial
® Faster polynomial multiplication

l Security level [ | [ 11 [ \% ‘
Smaug 15,048 | 24,048 | 44,568
Kyber 32,832 | 35,424 | 41,868

® Security analysis of hybrid attacks are different with Kyber.
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Implementation

Degree index polynomial form
® Given a sparse polynomial a(z) of degree N with hamming weight h,
store the degrees of non-zero coefficient into the array like below:

a(x) = ag + a;x + azx? + azx® + -+ ay_xV " +ay_xN1

/
IT - TTTTT - TT]

t

start index of the degree of negative

Hamming weight sampling
® Sample a sparse polynomial with hamming weight h from a set of
polynomials of degree k x V.
® Divide into k polynomials of degree V.

kxN
——

— —
\ J \ J
Y Y
N N
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Implementation

Polynomial multiplication
® Polynomial multiplication only with add and subtraction in 2 x NV
space
® Like schoolbook multiplication, add or subtract the polynomial after
increasing the degree:
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Performance (cpu cycles)
e GNU/Linux with Linux kernel version 5.4.0
e AMD Ryzen 3700x
® The compiler gcc 9.4.0 with -O3 and -fomit-frame-pointer.

’ H Smaugl28 ‘ Smaugl92 ‘ Smaug?256 ‘

N 256 256 256
k 2 3 5
(p,q) (1024, 256) | (2048, 256) | (2048, 256)
Keygen 68,148 106,020 201,600
Encap 78,012 121,248 210,744
Decap 84,348 125,460 225,972
Secret key || 172 (844) | 230 (1318) | 208 (2000)
Public key 672 1088 1792
Ciphertext 768 1024 1536
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Change log

@ Update the parameter sets of the security level llland V.

I \Y, " \%
q 1024 1024 q 2048 2048
hs 150 145 hs 198 176
hy 147 140 |—| A, 151 160
o || 1.0625 | 1.0625 o || 1.453713 | 1.0625
sk 182 177 sk 230 208
pk 992 1632 pk 1088 1792

© Update additional security estimation on some algebraic and
combinatorical attacks

® Arora-Ge [AG11],Coded-BKW [GJS15], and Meet-LWE [May21]

© Update hamming weight sampling implementation
k*N

| | o | | o I | e | |

\ J [\ J

=<
=<
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Comparison - simple

Performance comparison

® GNU/Linux with Linux kernel version 5.4.0

® AMD Ryzen 3700x
® The compiler gcc 9.4.0 with -O3 and -fomit-frame-pointer.

| Smaugl28 | Ring-Lizard128 | TiGER128 | Kyber512 |

Keygen 63,148 95,614 45,504 104,044

Encap 78,012 107,298 77,544 133,252

Decap 84,348 117,170 109,512 163,493
Secret key 172 289 528 832
Public key 672 1312 480 800
Ciphertext 768 2080 768 768
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Thanks
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