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In the beginning e

SOLMAE

 “Linearity is a curse to cryptographers “by A. Shamir

» Lessons learned from the past.
 Attacking advances much faster than defense.

* One idea can’t cover everything = No silver bullet >

S

» Security/Performance/Cost Tradeoff - Trilemma /\

P C

@signing cryptographically-strong primitives such as digital signatures or key enca,psula,ti®
mechanisms, etc. are really a big challenge and could not be accomplished in a short time by
one expert. A group of smart designers must understand all the known attacks so far from the
theoretical and implementation points of view and anticipate the feasible attacks in the near future.
Our team consisting of top-level cryptographers around the world has started to suggest long-term
quantum-secure digital signature against quantum attack based on NTRU lattices, well-understood

@ the cryptographic community since their introduction around two decades ago. /
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Quantum Computers

§‘—.‘,, i 3 /) ——
G 1/,
Micrgsoftare‘working . o
on cryogenic/memory -
—= for quantum computers. §, S

[T
Google bought a quantum
computer developed by o
D-Wave Systems Inc. 3
) 4
. . . o o
+ Quantum mechanics applies to all systems from micro to macro scale and
enables superposition and entanglement. o4 «J’\)
+ Reversible computing: if no information is erased, computation may in principle e
be achieved which is thermodynamically reversible, and require no release of
heat Lan61].

(1) D. Aggarwal et al. "Quantum attacks on Bitcoin, and how to protect against them"”, arXiv 1710:10377v1. Oct. 28, 2017
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uantum Computer Roadma

Development Roadmap | s IBM Quantum

Prototype quantum software applications ) Quantum software applications

Machine learning | Natural science | Optimization

Quantum algorithm and application modules Quantum Serverless

Machine learning | Natural science | Optimization

Dynamic circuits (@) Threaded primitives Error suppression and mitigation Error correction

Hummingbird Eagle Osprey @ Condor Flamingo Kookaburra Scaling to

65 qubits 127 qubits 433 qubits 1,121 qubits 1,386+ qubits 4,158+ qubits 10K-100K qubits
with classical

and quantum

$ AP communication
o : > O %
: _ % g

Crossbill
133 qubits X p 408 qubits

00%

https://research.ibm.com/blog/ibm-quantum-roadmap-2025
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Cryptographic Functions =

SOLMAE

1-way Function Trapdoor 1-way Function
x €X yey x €X yEeY
y = Ex(x):0X | ‘ ' ) ’ — y = Ex(x):0K .
= DoNox o t.oe XS l;;:)(y):OK

Only who
knows K’

Ex: Hash Function Ex: Public Key Cryptosystem
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RSA- PKC/DS A

SOLMAE

4

L (4

D)

Select two large (1,024 bits or larger) primes p, q
Compute modulus n = pg, and #n) = (p-1)(g-1)

Pick an integer e relatively prime to ¢(n), gcd(e, ¢(n))=1
Compute d such that ed =1 mod ¢(n)

Public key (n, e) : public

Private key d : keep secret (may hold p and g securely.)

AN N N NN

L (4

<

E:C=M¢modn forO<M<n

0

v D:M=CYmodn
Proof) Cd=(Me)d = Med = Mkdn) +1 = M {MAM}k=M

*» Special Property
v (M¢modn)dmodn=(MImodn)EmodnforO<M<n
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Quantum Attacks oy

Lattice-based
Cryptography

Post-

Code-based Hash-based
Cryptography CI uan t um Cryptography

Cryptography

MQE-based Isogeny-
Cryptography Cryptography

o) ) M
—A

(1) Peter W. Shor, “Polynomial-time algorithms for prime factorization and discrete
logarithms on a quantum computer.” SIAM Journal on computing 26.5 (1997): 1484-1509
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2. PQC has started ===

SOLMAE
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NIST PQC Standardization Project* ===

SOLMAE

@2017 : Round 1 (69 submissions)
@2019 : Round 2 (26 algorithms)
02020 : Round 3 (7 finalists, 8 alternates)

02022 : Round 4 (4 finalists, 4 alternatives)

PKC/KEM DS
Algorithm Kyber Dilithium Falcon SPHINCS+
Problem lattice lattice lattice hash
Algorithm Classic McEliece BIKE SIKE HQC
Problem Goppa Code QC_MDPC Isogeny Hacrgtrjneing

Ircs' *https://csrc.nist.gov/Projects/post-quantum-cryptography, NISTIR 8413 11 KAIST
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SOLMAE

ital signature (1/2) ===




Panorama of digital signature (2/2) ==

SOLMAE
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Slower // Larger o
Compact // Fast X Falcon f.
. : , Large range oﬁogarameter sets, easier to.mpl
X Restricted parameter set, quite hard to imple ement (4/ e K
Gep,

ment and protect against side—channels Al mtant amninot o OB g, oo L e®”

From NIST |* SELECTED FOR ITS SMALL BANDWIDTH, FAST VERIFICATION AND SECURITY [ From NIST | SELECTED BASED ONITS SECURITY, HIGH EFFICIENCY,

+  THE IMPLEMENTATION MAY BE COMPLICATED FOR SOME APPLICATIONS AND RELATIVELY SIMPLE IMPLEMENTATION

WE RECOMMEND IT BE THE PRIMARY SIGNATURE ALGORITHM USED
* WE ARE PLANNING TO STANDARDIZE THE PARAMETER SETS FOR FALCON

CORRESPONDING TO SECURITY CATEGORIES 1 AND 5

WE ARE PLANNING TO STANDARDIZE THE PARAMETER SETS FOR DILITHIUM
Irc " + THE STANDARD WILL COME AFTER THE DILITHIUM STANDARD CORRESPONDING TO SECURITY CATEGORIES 2, 3, AND 5

" KAIST
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3. Overview of SOLMAE ==

SOLMAE
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Motivation ===

SOLMAE

* New crypto algorithms based on new problem(e.g, braid group, etc.) are not

known to provide sufficient security.

» Post-quantum PKC problems (such as NTRU lattices ) are mature enough to be

trustworthy.

 Diversity is of the utmost importance for standardization.

* FALCON*! (FAst-Fourier Lattice-based COmpact signatures over NTRU) is one of jFALCON

4% round 3 digital signatures for NIST PQC Standard (Jul. 5,2022) and future its

standard.

« MITAKA team proposed MITAKA*? which is simpler, parallelizable, maskable
variant of FALCON in Eurocrypt2022.

» Collaborated with MITAKA team, Kwangjo wants to make significant contribution

in KpqC competition.

1. https://falcon-sign.info/
2. T. Espitau, P.-A. Fouque, F. Gérard, M. Rossi, A. Takahashi, M. Tibouchi, A. Wallet, and Y. Yu. Mitaka. A simpler, parallelizable, maskable variant of falcon. In
EUROCRYPT 2022, Part Ill, vol. 13277 of LNCS, pp. 222-253. Springer, Heidelberg, 2022
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https://falcon-sign.info/
https://falcon-sign.info/

FALCON Algorithm ==

SOLMAE

FPFALCON

Fast-Fourier Lattice-based

Compact Signatures over NTRU Keygen(1) Verify(M, pk = A, sig = s)

About Farcon @ Gen. matrices A.Bs.t.: Check (s short) & (s-A= H(M))
>B-A=0
> B has small coefficients

@ pk:=Ask:=B

Sign(M, sk = B)

Algorithm Highlights

@ Compute ¢ such that ¢ - A = H(M)
@O v « vectorin £(B). close to ¢
O sigi=s=(c-v)

F’eril'(:'rrmance Advantages:

. . =» The most bandwidth-efficient finalist

=» Verification (in particular) is fast and RAM efficient

=2 Extensive research on the security of lattices (and NTRU)

s) | keygen (RAM) | sign/s

= Side-channel resistance is now better understood [Por19?, HPRR20, FKTT20]

What can be improved:

Instantiation . ] = Key generation and signing remain complex
- = Key generation and signing rely on floating-point arithmetic
V - Gaussian ’ Fast Fourie ’
l 1 Sampling [ ]

|rc5- *https://falcon-sign.info/ 16 KA'ST

SAHAOIHE AR
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GPV Framework[GPV’'08] ==

SOLMAE

e
[ ]
Simplified Signg ;(msg) : . S
® LA, T
i ® & “
1. m = H(msg) s A i °
Acceptance . i .
- = . = radius b . m* 5 ® '
2. v « GaussianSampler(sk, m, o) -, B
. . 'l
~ . . ‘~~~ . "'I
3. Signature: s=m—v. o T .
o
= ®
Simplified Verifz—_pk(msg, s) : 8
Requirements

'_I.

If ||s|| too big, reject.

CVPY hard = ¢ small = sk has short vectors

2. fm—s &L, reject.

Hard to compute Easy to generate

. sk just from pk pk just from sk
3. Accept.

sk is called “a trapdoor”

GPVOR. C. Gentr}:‘,‘("f . Peikert, and V. Vaikuntanathan. Trapdoors for hard lattices and new cryptographic
lr cs- constructions. In 40th ACM STOC, pp. 197-206. ACM Press, 2008. 3, 5, 6, 13 7 KAIST
A AOIH 22




MITAKA Algorithm —

SOLMAE

Mitaka

A Simpler, Parallelizable, Maskable Variant of Falcon

O NTT O s

T homas Espitau, Pierre-Alain Fouque, - _ ) i”f ff. "gf"
Francois Gérard, Melissa Rossi, Akira ‘lﬂ’m__——. Teingnua University
Takahashi, Mehdi Tibouchi, Alexandre Wallet, -

Yang Yu 'I“l.l“

UNIVERSITE DU
LUXEMBOURG

Eurocrypt 2022

c ) Improved Keygen
NTRU lattices Security (better private basis) NTRU lattices Simple | Efficient | Compact | Versatile | Maskable
Compact trapdoors " Compact trapdoors
NTRUSign+# [DLP14] Quantum @ Classical NTRUSign+[DLP14]
Security
130

0512 @648 @768 @864 @972 © 10

' Smooth
Faon . Power-of-two MITAKA SR Cylotomic rings
. (ylotomic rings : 20
“ Efficient GPV " d . : .

150 T — ——
Hybrid Sampler \ ——

. . (097] Simpler, effci
FFO Sampler : Peikert+Hybrid /QR T SR IpORSE - \ ——

(recursive Klein on Ring) noo r?x”eouwéonr:fcnrfm

[DP16] 10 9 a0 75 3 0 15 20 25 5;v

1. Thomas Espitau, Pierre-Alain Fouque, Francois Gérard, Mélissa Rossi, Akira Takahashi, Mehdi Tibouchi, Alexandre Wallet, Yang Yu
“Mitaka: A Simpler, Parallelizable, Maskable Variant of Falcon”,NTT Corporation; Rennes Univ, Inria and IRISA; University of Luxembourg; ANSSI; Aarhus

Irc" University; Tsinghua University, Proc. of Eurocrypt2022 IST
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SOLMAE in a nutshell A

SOLMAE*
Algorithm Specifications

. Alexandre Wallet?, Crptimal NTRU Trapdoors
. Sylvain Guilley®, and Seungki Kim™

Kwangjo Kim', Mehdi Tibo
Thomas Espitau®, Akira Takahashi®, Yang Y

! International Research Institute for Cyber Security(IRCS)/KAIST

kkjBkaist.ac.kr
2 NTT Social Informatics Laboratories, Japan 'l
mehdi . tibouchi . br, thomas . espitau. ax}éhco.ntt.co. jp Hybrid Sampler [Prall) SOLMAE

* Universuty of Edinborgh, Scotland
takahashi.akira.58s@gmail.com
Inria, France
alexandre.wallet@inria.fr
" Teinghua University, China
yang. yu#9a6@gmail . com Compression Technigue [ETWY22)
9 Secure-IC, France
sylvain.guilley@secure-ic.com
T University of Cincinnati, USA F[ﬁ 11 Owverview of SOLMAE

seungki .mathB@gmail . com

Abstract. This document specifies the SOLMAE signature scheme submitted to the Korean
Post-Quantum Competition. SOLMAE is a lattice-based signature scheme following the

hash-and-sign paradigm (in the style of Gentry—Peikert—Vaikuntanathan signatures), and Table 2: Performance (':]]Il]'.lzll'j&:(}ll between SOLMAE and FaLcon.
instantiated over NTRU lattices. In that sense, it is closely related to, and a suceessor of,
several earlier schemes including Ducas—Lyubashevsky—Prest (DLP), Faroon and Mitaka. SOLMAE-51? SOLMAF-1024 FaLcoN-512 FaLcon—1024

More precisely, SOLMAE offers the “best of both worlds™ between Favcon and Miraka.

Favcon has the advantage of providing short public keys and signatures (offering essentially Meveles a7 65
the best bandwidth trade-ofl among post-guantum constructions) as well as high security Ke }"EEH time B - L .
levels; however, it is plagued by a contrived signing algorithm that makes it very diflicult to time (ms) 75 18 50 15

implement correctly, not very fast for signing and hard to parallelize; it also has very little
[ie‘n.ulnlﬂ_\'.m 1T'1'(1|a-: of LJ'rl.]'él[]Il'1-1'1' M'1LI[],‘-_',H. ]1.1 contrast, .\l[[.-\l\.-\: is mm'h_ simpler tu_ l]ll.])ll'llli‘[ﬂ. pk slze I.h-m; 206 0P 206 1792
twice as fast in equal dimension, straightforward to parallelize and fully versatile in terms

of pa eters; however, it has lower security than FALCON in equal dimension, has an even

more contrived key generation algorithm that tends to be quite slow, and has somewhat . i keveles 387 T7a

larger keys and signatures at equivalent security levels. Sign time

? y N - — time {pus) 108 216 220
SOLMAE solves the comindrum of choosing between those two schemes by offering all the Wt

advantages of both. It uses the same simple, fast, parallelizable signing algorithm as MiTaka, sgn size Bytes Gh6 1375 GEG

with flexible parameters. However, by leveraging a novel key generation algorithm that is
SOLMAE achieves the same high security and short
key and signature si Farcox, It is also compatible with recently introduced ellipsoidal . ) ]i[:_L'[:|1'H 40 54

lattice Gaussian sampling techniques to further reduce signature sizes. This makes SOLMAE Verif time

the state-of-the-art in terms of constructing efficient lattice-based signatures over structured time I'_[a_a-'»:l 11 23 18
lattices. Some further challenges are left in the conclusion.

much faster and achieves higher securi

Keywords: Signature schemes -+ Lattice-based cryptography - Hash-and-sign paradigm -

Module lattices - Lattice Gaussian sampling

17CS 1 KAIST
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SOLMAE Team ==

SOLMAE

> Korean Pl

» Kwangjo Kim ( President@IRCS, Emeritus Prof. @KAIST),
https://caislab.kaist.ac.kr/~kkj

» Member (7 persons)

» Mehdi Tibouchi (NTT, Japan), https://www.normalesup.org/~tibouchi/

» Thomas Espitau (NTT Japan), https://espitau.github.io/

» Alexandre Wallet (INRIA Rennes, France), https://awallet.github.io/

» Yang Yu(Tsinghua University, China), https://yuyang-crypto.github.io/

» Akira Takahashi(U. of Edinburgh, Scotland), https://akiratk0355.github.io/

» Sylvain Guilley (Secure-IC, France), https://perso.telecom-paristech.fr/quilley/

» Seungki Kim(U. of Cincinnati, USA), https://sites.google.com/view/seungki/home
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A ALO|H HOtI1 8



kkj retirement.mp4
https://caislab.kaist.ac.kr/~kkj
Mehdi.mp4
https://www.normalesup.org/~tibouchi/
Thomas.mp4
https://espitau.github.io/
Alexandre.mp4
https://awallet.github.io/
Yang.mp4
https://yuyang-crypto.github.io/
Akira.mp4
https://akiratk0355.github.io/
Sylvain.mp4
https://perso.telecom-paristech.fr/guilley/
Seungki.mov

4. Let’s learn lattice and its problem ==

SOLMAE
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SOLMAE

A lattice can have different basis:

(0.1) (1.1) (2.1)

X X x| X X X X X
(0.0) (1,0) (0.0)

X X X X X X[ X X X X X X

(a) A basis of Z* (b) Another basis of Z*

Figure: Different Basis of same Lattice

Fact. A lattice has infinite number of bases.
Fact. Integer lattices only have bases with integer entries.
A lattice is the set of integer combinations of any of its bases.

A lattice with basis B is denoted by £(B) (denoted by A(B) in some literature). The
notion are abused to non-basis B in some literature.

I7Cs 2 KAIST
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Lattice : Good basis vs. Bad basis ===

SOLMAE
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Lattice problem ==

SOLMAE

“Finding short vectors in a lattice is hard !”

Ajtai ‘98

“The better the basis, the easier my problem becomes”

Every lattice cryptographer ever

I7Cs  KAIST
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Lattice Problem : SVP (Shortest Vector Problem) =i

Good basis is easy to find SVP.

9 -2
L= {z1b; + zbs} = {z l ) } + 2 { 8 }}
: . 21
Now we want to find the nearest point to l 8 }

521~ 22 =27 = 5.52
&l = = & = (21.22) = (6 0)
1z + 820 =8 2 = 0.309 —

s

3] -2 3 ]3] [V]-[3]

and if it is, we should be able to solve for the nearest point.

We determine if the angle between the points is around 90 degrees,

I7Cs

A AOIH 22

Borrowed from M.B. Niasar,” Introduction to lattice-based cryptography”, FAU, USA. 2020

Bad basis is difficult to find SVP.

37 103
: . 27
Now we want to find the nearest point to [ 8 ]

372y — 103z, = 27
41z + 1132, = 8

2 = 19.309
37 103 37 103 4
21{41]”2[113}:_53[41}“9[113}:{—%T

|I his gives us an incorrect point of (—4, —26) and which is not near
)!

= —53.023
e

> KAIST




Hash-and-sign over lattices(1/3) ol

SOLMAE

Sign (sk, msg)

1. m <— Hash (msg)
2.v <— Discrete Gaussian sample (m)
3.Return s = (m-v)

Verif (pk, msg, s)

1. Assert ||s|| small

2.Assert s-Hash(msg) is in L

3. Accept

I7Cs % KAIST
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Hash-and-sign over lattices(2/3) ol

SOLMAE

Sign (sk, msg)

(1.m <— Hash (msQ) ]

(2.v <— Discrete Gaussian sample (m) |

(3.Return s = (m-v) ] o o o ? o
Verif (pk, msg, S) ° o ° ° ° )

1%
[ ] (] e O S. ° P
1.Assert ||s || small
2.Assert s-Hash(msg) is in L ® ° ° ° ° ° °
3. Accept . . . . . .

I7Cs 7 KAIST
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Hash-and-sign over lattices (3/3) ol

SOLMAE

Sign(sk, msg)

[} [ ] [ J [ J [ ] ®
1. m <— Hash (msg)
. . ° ) ) ° ° ° °
2.v <— Discrete Gaussian sample (m)
3.Return s = (m-v) ° * . o e e °
([ J [ ] [ )] [ ] ([ J [ ]
Verif(pk, msg, s) Y 1 y
° o c 0 o . ° °
.S °
(1.Assert ||s || small o o o o o o o
(2.Assert s-Hash(msq) is in L
[ J [ (] [ (] [ J

[3. Accept

I7Cs s KAIST
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Hash-and-sign over lattices : key recovery ==

SOLMAE

° [ ] [ [ [ (]
/0 Key Recovery
Find the secret key directly o o o

[ ] [ ] [ )
o Lattice reduction / SVP (find short vectors)
[ ] [ ]
e Should be hard ° ° ° ° ° ° °
= [ arge dimension
= “had’' public basis ° ° ¢ ° ¢ °

“Finding short vectors in a lattice is hard !”

Ajtai ‘98

SVP: Shortest Vector Problem

I7Cs »  KAIST
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Hash-and-sign over lattices : forgery ===

SOLMAE

' ' . (] [ J [ ] { ]
’ Forging a signature \‘
Find a lattice point close to the hash ° ° | ° °
[ ) (] [ ) [ ) .'((\. [ ]
: l’l
o CVP instance ( finding a lattice point close enough ) ¢ ¢ ° 1 @ y ¢
o Should be hard ¢ ¢ ¢ ¢ ¢ ¢
= small distance ° ° ° ° °

= gaussian sample with small variance
= “'good’’ private basis (short vectors)

“The better the basis, the easier my problem becomes”

Every lattice cryptographer ever

CVP: Closest Vector Problem

I7Cs 0 KAIST
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Shortest Vector Problem(SVP) A

Definition
Shortest Vector Problem (SVP): Given lattice basis B of £, find the shortest nonzero
vector on L.

SVP is NP-hard.

Definition
v-Approximate Shortest Vector Problem (SVP,): Given the lattice basis B of £, find
a non-zero vector z on lattice £ s.t. ||z|| < v - A1(L).

Remark. SVP, is written to 7-SVP in some literature.
SVP, is extremely hard for some ~, but get easier when v grows very large.

|rc5- Borrowed from W. Liu presentation 3 KAIST
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Status of SVP and others ===

SOLMAE

Hardness:
1 2[10?_,"11)1”@_( -nlff loglogn J?l/ log n ﬁ onloglogn/logn 9n(loglog n)%/logn
| | | | L | |
| | | | | | |
SVP CVP NP M coAM NP m coNP BPP P
hard hard

® NP-complete for not very small ~

® The hardest among lattice problems

® No known quantum acceleration

® No known subexponential algorithm for v < /n

Cryptographic Importance:

® v = n°: the hardness basic of average-case problems (e.q., LWE)

|rc5- Borrowed from W. Liu presentation 32 KAIST
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Worst-case to Average-case Reduction for SIS oy

SOLMAE

Worst-case to Average-case o =
Reduction for SIS

(ANY) (RANDOM)

Lattice Basis B SIS, q instance A
(Ajtai’96, simplified by Micciancio and Regev'04) “APPW"(,-”E?;';;? vector . SIS solution e

SIS: Short Integer Solution

I7Cs 5 KAIST
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5. What is NTRU? ===

SOLMAE
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SOLMAE

 History

* In 1996, the first version of the system, which was called NTRU, was
developed by mathematicians Jeffrey Hoffstein, Jill Pipher, and Joseph H.

Silverman
* They founded the company NTRU Cryptosystems, Inc., with Daniel Lieman ...
and were given a patent on the cryptosystem S

« The name "NTRU" stands for
v"Number Theorists 'R' Us or
v'"Number Theory Research Unit.

 NTRU from Wikipedia

* NTRU is an open-source public-key cryptosystem that uses lattice-based
cryptography to encrypt and decrypt data of two algorithms:

- NTRUEnNcrypt, which is used for encryption

- NTRUSIgn, which is used for digital signatures
 NTRUENcrypt was patented, but placed in the public domain(2017)
 NTRUSIgn is patented, but can be used by software under the GPL
» Resistant to attacks using Shor's algorithm.

I7Cs 5 KAIST
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NTRU lattice and trapdoor ==

SOLMAE

« % — Zlx]/(x* + 1) where d is a power of 2

*» Given f,e € 4 such that [ is invertible modulo some
prime g € Z (usually g — 12289),and h — [ 'gmod ¢

* The NTRU module determined by A 1s
Huv)e Z*:uh—v =10 mod g}

* T'wo bases of this free module:

| A /g
B = [u q] Brs= [F 4:;]

where F, G € % such that fG — gl — g.

* I3/, is the trapdoor(sccret key) for By, (public key). NTRU-
Encrypt only need (f, g), but NTRUSign and FALCON
also nced (F, ().

I7Cs % KAIST
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6. Details of SOLMAE ==

SOLMAE
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ToC of SOLMAE Specification
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SOLMAE

Design Rationale

Two publications related with SOLMAE are:

— MITAKA paper presented at Eurocrypt2022 [EFG*22] and
— Compression paper presented at Crypto2022 [ETWY22].

1.1 Design rationale

[ Optimal NTRU Tmptluors]

f

] > SOLMAE

Hybrid Sampler [Preli]

Compression Technique [ETWY22]

‘.

Fig. 1: Overview of SOLMAE

Owerall, SOLMAE is summarized in Figure 1.

T. Es-pitau._. P-A. Fouque, F. ('?-.(-‘1-1':—111'1T M. Rossi, A. Takahashi, M. Tibouchi, A. Wallet, and
Y. Yu. Mitaka: A simpler, parallelizable, maskable variant of falcon. In EUROCRYPT 2022,
3, 5,12, 13

Part 111, vol. 13277 of LNCS, pp. 222-253. Springer, Heidelberg, 2022.
ETWY22. T. Espitau, M. Tibouchi, A. Wallet, and Y. Yu. Shorter hash-and-sign lattice-based signatures.
TACR Cryptol. ePrint Arch., to appear at CRYPTO 2022, p. 785, 2022. 3, 6, 11, 16

Prel5. T. Prest. Gaussian Sampling in Lattice-Based Cryptography. PhD thesis, Ecole Normale
Supérieure, Paris, France, 2015. 3, 5, 12, 13
“ KAIST

EFGT22.
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Keygen(sk, pk)

=i

SOLMAE

| FeyGen (Algorithm 1, page lCl}|

/

|PairGen (Algorithm 2, page 11) |~

| Ui fCrown (Algorithm 9, page 15) |

Fig. 2: Flowchart of KeyGen.

________ {Ntrusolve [PP19]}

———————— >| Precomputation: X1, X, 51, B2

Algorithm 1: KeyGen

Algorithm 2: PairGen

Input: A modulus ¢, a target quality parameter 1 < «, parameters geiq, n > 0
Output: A basis ((f,g), (F,G)) € R? of an NTRU lattice Ly with Q(f,g) = a;
// Secret basis computation:
repeat

‘ by :=(f,g) + PairGen(q, o, R, Ry);
until f is invertible modulo g;
bs := (F,G) « NtruSolve(q, f,g):

// Public key data computation:
h + g/f mod g;

v+ 1.1 0sig - V2d;

// Sampling data computation, in Fourier domain:

/* tolerance for signature length */

£ 1 .
B+ by b
2
- e .
21\ Ereng 1
bg = (I“v,(;) — bg — (,31._ bg) . b1;
Bz + L 'EQ.:
{by.ba) g
2:2 — —...a.%,g —n?:
(ba.ba) x

sk « (by, ba, 62, X, Xq, B, B2);
pk < (g, h, Osig.1,7);
return sk, pk;

Input: A modulus ¢, a target quality parameter 1 < «, two radii parameters 0 < R_ < Ry
Output: A pair (f,g) with Q(f,9) = «
fori=1tod/2do
zi, yi + UnifCrown(R_, R.) :
0,0, < U(0,1);
fri e [l 270
Pa.i 4 |yl - €570
end

(%, 9%) < (FFT ' (5 v)igd/z)- FFTJ((?@!).‘SJ!”):
(f,g) « (Lfﬂ)ti.d/z- (lgf‘):id;‘zi
((f).p(9)) + (FFT(),FFT(g));
fori=1tod/2do
if g/a® > | NI + |a(9)* or oa < lgi(f)* + |ei(g)]* then
| restart;
end

/% see Algorithm 9 */

end
return (f, g);

Algorithm 9: UnifCrown

Input: Parameters 0 < R_ < R,.
Output: A point (x,y) with uniform distribution in A(R_, Ry)

Ly, ug + U0, 1);

pe /R T u, (T

T+ p-cos(Fup); !
y = p - sin(Fug);

return (z,y) L )

I7Cs
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Sign(m, salt, sk)

|Slgn Algorithm 3, page 12)

/\

=i

SOLMAE

| Sample (Algorithm 4, page 13) |

|C0mpress (Algorithm 11, page 16) |

‘Pe1kert5amp1er (Algorithm 5, page 13)

/\

N -Sampler (Algorithm 10, page 15) Z-Sampler [PFH' ‘2[]]‘

Fig. 3: Flowchart of Sign.

Algorithm 3: Sign

Input: A message M € {0,1}*, a tuple sk = ((f, g), (F,G), (ﬁ @),Usig. Y1,55.1), a
rejection parameter vy > (.

Output: A pair (r,Compress(sl)) with r € {0,1}*% and ||(s1,s2)|| < 7.

r (—M({U 1}32[] .

¢« (0,H(r||M));
¢« FFT(c);
repeat

(81, 39) « € — Sample(g, sk);
// (81,82) ¢ Di,ppe oo,
until ||(FFT™(5,), FFT™ (5,)) ]2 < 4%
sp — FFT(8)):
§ + Compress(s );
return (7, s);

The sampling of the signature vector in Algorithm 3 is a cascade of different sampling algorithms,

Sample, PeikertSampler, and at the deepest level, Z-Sampler. Their specifications follow.

I7Cs
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PFIIT20. T. Prest, P

A. Fouque, .J.
set, . Sei W. Whyte, and Z. Zhang.
tute of Standards and Technology, 2020, available
Post-gquantum-cryptography/round- 3-submissions.

Hoffstein,

P. Kirchner, V.
FALCON.
at https://csrc.nist.gov/projects/ 41

KAIST

Algorithm 10: ANV -Sampler
Input: The degree d of R.
Output: Two variables x, y with distribution Nu

Up, e — L4(0,1):

P/ —2dInuy;

T +— p-cos(2mus);
y + p - sin(2mwue);
return (x, y)

Specifications of Z-Sampler: This step is surprisingly delicate. We reuse the ingenious method
of FALCON, and refer to their documentation [PFH " 20] for the details about the parameters. Belaw,
we give only an informal description of the necessary steps based on [£5520, HPRR20].

Algorithm 4: Sample

Input: A target ¢ = (0,¢') € K2, a tuple

sk = (b1 = (f,g),b2 = (F,G), b2 = (F,G), 0sig, ¥1, L2, 1, B2).
Output: A vector v € Ly with distribution statistically close to De,,, e ou,-
tecve0:
fori=21t01do
— (i, t) s

z; + PeikertSampler(t;, X;.7) ; /¥ e Dy, _eay %/
(bj.b;)

t—t—zibi,v e v+ b
end
return v;

Algorithm 5: PeikertSampler

Input: A target t € K, parameters X,y € K "
Output: A vector v € R with distribution statistically close to Dy . where ¢ = /52 + 7%,

rKg |

pe LN
(p1,---, pd) FFT'l(p) ;
(bryereyta) < FFTH(t) 5
fori=1tddo

‘ T; ¢ L-Sampler(t; — p;,7);
end
return FFT(z,...,24);

Al p{—;’\-’gf-, done with A'-Sampler (Algorithm 10) */
/% (p)i e RE 2/
/(L) e 2 %/

Ricos-
Insti-

Lyubashevsky,
Technical report,

T. Pornin, T.
National




Verify(m, salt, sig, pk) b

Algorithm 6: Verif
Input: A signature (r,s) on M, a public key pk = h, a bound .
Output: Accept or reject.

81 + Decompress(s);

e+ H(r||M);

s2 < ¢+ hs; mod g;

if ||(s1.s2)]|* > +* then
| return Reject.

end

return Accept.

Algorithm 12: Decompress

Algorithm 11: Compress
Input: A bitstring str of bitsize slen

Input: A polynomial s = ZLOI 8 X' € R=7[X]/(X*+1) and an integer slen. Output: A polynomial s = 3.0 1 s; X' € R =Z[X]/(X?+1) or L
Output: A compressed representation of str of s of bitsize slen, or L if |str| # slen then
- ) | return L:
str 4— {} end
fori=0tod—1do fori=0tod— 1do
str < (str || b) where b=1if s; <0, b =0 otherwise; s 300 25 Istr[l + 4]
. ® =0
str + (str || bebs - - - bo) where b; = (|s:| > 7)&0z1; ko« 0
ke |s:| >, while sir[8 + k| = 0 do
s I k+—k+1
str « (str || 0¥1) ond
end 5o (1)L (54 2Tk,
if |str| > slen then if s; = 0 and str[0] = 1 then
| str«L; | return L
end end
5 str < str(9+ k]
slen—|str| end
| str + (str || 0 ) if [sir| # 0/**" then
end | return L;
return str end
return s = Ef:nl 8; X"

I7Cs 2 KAIST
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List of Parameters ==

SOLMAE

Table 1: List of parameters for SOLMAE

SOLMAE-b512 SOLMAE-1024
ring degree d 512 1024
dimension 2d 1024 2048
modulus g 12289 12289
salt length k 320 320
smoothing n 1.338 1.351
smoothness e g—41 g—4
quality o 1.17 1.64
correction & 0.065 0.3
lower radius K_ 101.95 100.85
upper radius f 122.49 148.54
signature width osig 173.54 245.62
slack T 1.04 1.04
rejection bound ~° 33870790 134150669
Note that the value of smoothing % can be used 1.320 for SOLMAE—-512 and SOLMAE-1024

together. In practice, it doesn't make difference.
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Reference Implementation in C, SOLMAE_512 ==

SOLMAE

1 FALCON_ 3R src > 815OLMAE package > SOLMAE KpqC > Ref implementation » Solmae512_variable_key »
- st -Package P elerence implementation 7 soimae> e vanable XY © e, 90KpgC_Round! 2 1EHY FALCON 3R src » 81SOLMAE package » SOLMAE KpqC » Reference implementation

~
s B LW 23 as N
s TEeEn e | 05 L 2% 37|
wvscode 2022-10-21 27 10:36 oty =4
- o Solmae512 variable key 20221021 @8 1036 L4 B
KAT 2022-10-21 2% 10:36 o =24 - h
. _ 3 10- A 10 ool =
(] api 2022-10-01 2= 123 C Header 9= T}l KB Solmae1024 fixed_key 2022-10-21 2% 10:56 1Y 20
— 11- = Q. kol
€] benchmarks 2022-10-01 22 1:15 CR= Y kg L MITLICENSE 2020-11-18 2% 806 o 2K8
. _ LR = . El =]
[€] benchmarks 2022-10-01 @ 115 C Header & 2 1ke =l README SOLMAE 2021023 2% 1240 H2EEA e
€] codec 2022-10-01 2% 1:15 [ F = 13KB
€] common 2022-10-01 % 1:15 [ =F iyl 8KB
|€] config 2022-10-01 2% 1:15 C Header ¥& I+Y 9KB
€] epucycles 2022-10-01 2% 1:15 Ce= oy 1kp [ poly 2022-10-01 2% 1:15 C#lZ oy 3KB
€] cpucycles 2022-10-01 2% 1:15 C Header 9= I+ 1kg €l poly 2022-10-01 2% 1:15 C Header &= T3 2KB
_ : 10 S 9. Lol
[€] falcon_keygen 2022-10-21 @8 10:40 cos=ma 125k [ L] PQCsignkAT 16385.req 2022-10-23 2% 12:26 REQ I Y 342KB
A PrE & 19 cp mhel
[ 2022-10-01 22 145 C o= mol 2ok \APQCSignkAT 16385 rep 2022-10-23 Z 12:26 Rsp I} 6277KB
- . c 1001 22 1 e )
<] fips202 2022-10-01 2% 1:15 cHzmd 16kg G precomp 2022-10-01 2= 1115 c *e)l " 4KB
- - c 2022-10-01 2F 1:15 C Header 2% 1 1KB
[c] fips202 2022-10-01 2% 1:15 € Header 2= MY 1K8 j precomp ; o mde‘ - 7};
o _ €| precomp_data512 2022-10-01 = 1:15 C Header @2 I 11KB
(€] for 2022-10-01 @2 115 cpsmy 72K8 precomp T o
B 1 , 01 o . dor 21 T €] precomp_data1024 2022-10-01 2% 1:15 C Header #2 T+ 22KB
i 20221001 N e - Heade T:; - j 1288 randombytes 2022-10-01 2% 1:15 cg= oy 1KB
] inner “0eaioon = e ‘ :eade‘f“ e K58 randombytes 2022-10-01 2% 1:15 C Header 8% T2 1KB
-10- = 1. 2= 1 3 _ _
' keygen 20220:01 =7 1S Ces _%E K518 g 2022-10-01 2% 1:15 ce=my 10KB
L€] main 20221023 == 1207 casnd OKE ¢ samplerz 2022-10-01 2% 1:15 c= 3KB
™ main 2022-10-23 2% 12:26 g8 Z=1Y BO5KB €] samplerz 2022-10-01 2% 1:15 C Header #12 1Y 1KB
L] Makefile 2022-10-01 @ 1:15 4 TKE (€] shake 2022-10-01 2% 1115 cy= oy 30KB
€] nist 2022-10-23 @F 12:25 C @2 md 7KB d sign 2022-10-23 2= 12:20 c Y= ol 5KB
|€] normaldist 2022-10-01 2% 1:15 C e oy 2KB  [c] test dist 2022-10-01 2= 1:15 C o= o 3KB
|€] normaldist 2022-10-01 2% 1:15 C Header ¥& I+Y 1KB €] test_dist 2022-10-01 2% 1:15 C Header @& I+Y 1KB
|€] param 2022-10-21 27 10:52 C Header @& 1t KB lc] wrfy 2022-10-01 2% 1:15 c e oy 29KB
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SOLMAE_512 in Python ==

SOLMAE

File Edit Selection View Go Run Terminal Help test.py - SOLMAE_python_v2 512 - Visual Studio Code
EXPLORER EEE test.py x

“ OPEN EDITORS SOLMAE python > testpy 2 ...
X test.py SOLMAE python 1 from sign import sign, verify
“ SOLMAE_PYTHON_V2 512 from keygen import secret_key, public_key, keygen

“ SOLMAE_python from os import urandom

> pycache from params import SOLMAE_D

> scripts

common.py )
encoding.py for i in range(10):

fft_constants.py round+=1

ft testpy print("number of round=",round, end='")

sk=secret_key()

pk=public_key()

sk, pk = keygen()

message=urandom(SOLMAE_D)

ntrugen.py signature = sign(sk, message)

ntt_constants.py print(", verification result=",verify(pk, message, signature))

ntt.py
Pairgen.py PROBLEMS  OUTPUT  DEBUG CONSOLE  TERMINAL ] python 4+~ [M

fft.py

keygen.py
N_sampler.py

params.py

PeikertSampler.py PS F:\2823\2623SOLMAE\@1Python_Code\SOLMAE_python_v2_512\SOLMAE_python_v2_ 512> & C:/Users/CAISLAB/AppData/Local/Progra
hon/Python38/python.exe f:/2023/28623SO0LMAE/@1Python_Code/SOLMAE_python_v2_512/SOLMAE_python_v2_512/SOLMAE_python/test.p

ks number of round= 1, verification result= True

Sampler.py number of round= verification result= True

samplerz.py number of round= verification result= True

number of round= verification result= True

number of round= verification result= True

2J

3J

. 4,

sign.py :
number of round= 6, verification result= True

7:

8:

9:

solmae_test.py

testpy number of round= verification result= True
Unifcrown.py number of round= verification result= True
number of round= verification result= True
number of round= 10, verification result= True

2 OUTLINE PS F:\2023\2823SOLMAE\@1Python_Code\SOLMAE_python_v2_512\SOLMAE_python_v2_512>

I7Cs
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SOLMAE_1024 in Python ==

SOLMAE

EXPLORER EE test.py X

“ OPEN EDITORS SOLMAE_python v2_1024 > SOLMAE_python > testpy > ...
X @ testpy SOLMAE python v2 1024\SOLMAE... 1 from sign import sign, verify
“ SOLMAE_PYTHON_V2 1024 from keygen import secret_key, public_key, keygen

~ SOLMAE_python_v2_1024\ SOLMAE_python from os import urandom

from params import SOLMAE_D
> _pycache__ P P -

scripts

common.py )
encoding.py for i in range(1@):

fft_constants.py round+=1

fft_testpy print(“number of round=",round, end='")

sk=secret_key()

pk=public_key()

sk, pk = keygen()

message=urandom(SOLMAE_D)

ntrugen.py signature = sign(sk, message)

ntt_constants.py print(", verification result=",verify(pk, message, signature))

ntt.py
Pairgen.py PROBLEMS  OUTPUT  DEBUG CONSOLE  TERMINAL 2] python 4+~ [0

fft.py
keygen.py
N_sampler.py

params.py
PeikertSampler.py PS F:\2023\2023SOLMAE\@1Python_Code\SOLMAE_python_v2_1824> & C:/Users/CAISLAB/AppData/Local/Programs/Python/Python38
exe f:/2023/2823SOLMAE/61Python_Code/SOLMAE_python_v2_1824/SOLMAE_python_v2_1624/SOLMAE_python/test.py
g.py number of round= 1, verification result= True
Sampler.py number of round= 2, verification result= True
samplerz.py number of round= 3, verification result= True
- number of round= 4, verification result= True
an.py s o .
number of round= 5, verification result= True
solmae_test.py number of round= 6, verification result= True
test.py number of round= 7, verification result= True
Unifcrown.py number of round= 8, verification result= True
number of round= 9, verification result= True
number of round= 1@, verification result= True
R AL PS F:\2023\2823SOLMAE\@1Python_Code\SOLMAE_python_v2_1024>
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Performance(1/2) ==

SOLMAE

4.1 Description of platform

Our implementation has been tested on various x86-64 platforms, and consistently outperforms
FALCON in signing and verification in equal dimension, while key generation is slightly slower.
Timings below have been collected on a single core of a Ryzen Threadripper Pro 597T5WX @ 3.60
GHz workstation with hyperthreading and frequency scaling disabled.

Table 2: Performance comparison between SOLMAE and Favconw.

SOLMAE-512 SOLMAE-1024 FALCON-512 FaLcoN-1024

_ Meyveles 27 G5
EeyGen time

time [ms) 7.9 18 2.0 15
pk size Bytes ROG 1792 B0 17492
keyeles 3BT Tio
Sign time
time (=) flﬂﬁ 216 220 441
SER Siee Bytes GGG 1375 66 1280
keveles 40 B4
Verif time
time (=) \ 11 23 18 36 )
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Performance(2/2) oy

Under the low-speed computing environment, Intel(R) Core(TM) i7-8550U CPU@1.80GH=z
8.00GB RAM, we have executed the performance check of our reference implementation without
compression /decompression for SOLMAE-512 and SOLMAE-1024 whose C-src codes are attached
in our submission package to KpqC competition.

For this test, the input messages are chosen 1,024 byte randomly per 10,000 times with each
count using different key pairs. The average clock cycle and time (us) during KeyGen, Sign and
Verif using SOLMAE-512 and SOLMAE-1024 are shown in Table 3.

Table 3: Average performance per each step of SOLMAE-512 and SOLMAE-1024

SOLMAE-512 SOLMAE-1024

KeyGen  26,336,721.0 132314 563812058  28,301.3
Sign 400 836.0 9449 075022.5 401.9
Verif 35,427 8 15.0 69,530.2 35.6
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7. Security Evaluation ==

SOLMAE

I7Cs 0 KAIST

SAHAOIHE AR




Way of attack ==

SOLMAE

*Mathematical Attack for key-recovery
* Lattice-basis attack (e.g., LLL, BKZ, DBKZ, etc.)
* Meet-in-the-middle attack
* Hybrid attack, etc.

*Crypto Attack for signature forgery
* Chosen-ciphertext attack
 Decryption-failure attack
« Complicated-padding systems, etc.
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Security Level ==

SOLMAE

135 310
130 ) 00
125 ; —Classical 2an
20— — Umstm 280
115 270
110 260
105 250
100 240
g5 30
o0 20
85 210 —
80 200 e
75 190 :
2 14 L6 LE 2 22 24 26 2B 1 1 1.2 14 16, LB 2 22 24 26 28 3

Fig. 4: Security (classical and quantum) against forgery as a function of the quality 1 < a < 3 of
the lattice sampler (left: dimension 512 and right: dimension 1024).

Table 4: Security level for SOLMAE

(C is classical security, ) is quantum security.)

SOLMAE-512 SOLMAE-1024

bit security (C/Q) 127/115 256,232
NIST equivalent NIST-1 NIST-V
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Summary in Security Level

« Key Recovery Attack -> SVP

e Signature Forgery -> app-CVP
=>» Similar with the security of FALCON

* Other Attacks
* Algebraic Attack : No known so far [KEP20]

 Overstretched NTRU-type[KF17]: significantly improved
* Hybrid Attack[HowO7] : not sufficient

P. Kirchner, T. Espitau, and P.-A. Fouque. Fast reduction of algebraic lattices over cyclotomic

KEF20.
fields. In CRYPTO 2020, Part I, vol. 12171 of LNCS, pp. 155-185. Springer, Heidelberg, 2020.
KF17. P. Kirchner and P.-A. Fouque. Revisiting lattice attacks on overstretched NTRU parameters.
In EUROCRYPT 2017, Part I, vol. 10210 of LNCS, pp. 3-26. Springer, Heidelberg, 2017. 20
How(7. N. Howgrave-Graham. A hybrid lattice-reduction and meet-in-the-middle attack against NTRU.

In CRYPTO 2007, vol. 4622 of LNCS, pp. 150-169. Springer, Heidelberg, 2007. 20
“  KAIST
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Timing Attack by Secure-IC (1/2) ==

SOLMAE

SECURE-IC | METHOD

EEEEEEEEEEEEEEEEEEEEEEEEE

§ We analyse constant-timeness of the implementation of SOLMAE and HAETAE
§ Using reference C code of signature generation only

§ Considering to start with that only sk (private key) is the sensitive variable
* There is venue for more refinements by considering the noise is sensitive as well

§ Leveraging the Catalyzr tool:
* Analyzes propagation of depencies until reaching conditional branch & pointer dereference

§ The method can induce false positives, typically:
* Rejection sampling
» Variable which depends on the key throught its length (which is public)
+ Test of the 1st byte of sk which appears to be a known constant

' Source: https://www.Kpqgc.or.kr/competition.html 2023 All Rights Reserved | Confidential | Property of Secure-IC
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Timing Attack by Secure-IC (2/2) ==

SOLMAE

SECURE-IC

THE SECURITY SCIENCE COMPANY

CONCLUSIONS

§ SOLMAE signature generation is constant-time

§ HAETEA is not constant-time, owing to:
* Non constant time Barrett reduction
* Non constant time variable centering
e [..]
» Use of Gaussian noise through tables
» Use of double (floating) type

' Source: https://www.kpgc.or.kr/competition.html 2023 All Rights Reserved | Confidential | Property of Secure-IC
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8. Concluding Remarks =

SOLMAE
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RSA vs. SOLMAE

=i

SOLMAE

Mathematics

Trapdoor

Computation

Comparison

Random Sampling

Security Problem

Digital/
Quantum Attack

Security Assumption

I7Cs

A ALO|H HOtI1 8

Number Theory

e xd =1 mod ¢n)
Multiplicative inverse

Modular exponentiation
overn (=pxq)

Exact (=)

Not necessary

Integer factorization

N/Y

Worst-case
No average-case

Algebra over Cyclotomic Ring

B x A=0 mod q over Z[x]/y(n)
NTRU Trapdoor

Polynomial computation, FFT,
NTT, etc.

Bounded (<=)

Gaussian Sampling

Core SVP, u-SVP, CVP

N/N

Average-case to
Worst-case Reduction

57
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Pros and Cons of SOLMAE ==

SOLMAE

* Pros

* Modular Compactness
« Simplicity and Efficiency: 2x faster than FALCON
* Inherit all advantages of FALCON* except SCA**

v'Small energy on FPGA[BKG22], Embedded 6.5K RAM (< 8k
RAM)[GHK+21], TLS3.1[SKD20],
DNSSEC[MdJvH+20][GS22]

 Side Channel Resilience
* Almost Achieved Trilemma(S+P+C)

eCons

* Reliance floating-point arithmetic
» Algebraically structured security assumption
* Need more formal proof

* P-A. Fouque et al., “FALCON : What's next?”, NIST 4t PQC Standardization Conference, Nov. 29- Dec.1, 2022
** E. Karabulut and Aydin Aysu, "Breaking FALCON Post-Quantum Signature Scheme through Side-Channel Attacks, same as above.
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SOLMAE Family (expected) e

SOLMAE

v SOLMAE_ds : original SOLMAE/ SOLMAE_ basic
veSOLMAE : enhanced SOLMAE against SCA
vSOLMAE_km : KEM based on SOLMAE

v'SOLMAE_rg : Ring signature based on SOLMAE
v'SOLMAE_ag : Aggregated signature based on SOLMAE
v'SOLMAE_id : ID-based encryption based on SOLMAE
v'SOLMAE_bc : Block Chain based on SOLMAE
v'SOLMAE_cc : Cryptocurrency based on SOLMAE

v SOLMAE_pp : Privacy-Preserving based on SOLMAE

v'SOLMAE_fh : Fully-Homomorphic encryption based on
SOLAME

v’and more
I7Cs ©  KAIST
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Typos in SOLMAE Specification
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Location Submitted Corrected

lines 13 and 16 in Algorithm 1, p10 Osig UE;Z;;

line 13 in Algorithm 2, pll a?/q q/a?

line 13 in Algorithm 2, p11 (2 places) wig) wilg)

line 10 in Algorithm 3, pl2 (57, $2)]| (FFT-Y&), FFTY($))|
line 7 in Algorithm 4, pl3 Osig UE;Z;;

line & from bottom in Def. of ¥;, p13 Tsig UE;Z g

line 2, pl4 T sig UE;Z;;

line 3 in Algorithm 9, plb U, Uy g

line 5 in Algorithm 9, plb

T 4 p - cos(2mug)

T 4 p - cos(Fug)

line 6 in Algorithm 9, plb

Yy < p - sin(2muy)

y < p - sin(gug)

unit of sgn size in Table 2, p18

kBvtes

Bytes

Updated SOLMAE Spec. was posted at IRCS blog. Click here for details.
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https://ircs.re.kr/?p=1714

Further Challenges

/Snme challenges are left to do next:

— Implementation of compression and decompression to reduce the size of signature
— Optimized Implementation on various platform
\_ Backup documents to understand the underlying theory of SOLMAE, efc.

\

— Implementation of intermediate NIST security level from II to IV (d=768,864,972)

J

I7Cs
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Appendix : Attacking Lattice oy

SOLMAE
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Lattice Basis Reduction ==

SOLMAE

Good bases are helpful when solve problems on lattices.

E.g., Given an orthodox basis of a lattice, one can immediately compute the shortest
vector.

Lattice Basis Reduction is a category of method of finding a “good” basis of the lattice
given by a "bad"” basis.

Famous basis reduction algorithms:
Definition (LLL-reduced Basis)

° -
LLL Red uction Let B € R™*", we say B is e-LLL-reduced, if it satisfies the following:

- . . . . . l

BK/ Reduction * Size Reduced: for all i # j, [pij] < 3

* Lovdsz's condition: For all 1 < i <n, [[b}[> < (1+€)||piir1b} + b7 4]%
DBKZ Reduction

Remark. We often set € = %

o .
H KZ Red uction Remark. We say B is a e-LLL basis if it is e-LLL-reduced.
s Sllde Reducﬁon \g\\/e.now introduce LLL-algorithm, that turns any lattice basis into a e-LLL-reduced
asis.
|rc5- Borrowed from W. Liu presentation 63 KAIST
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LLL Algorithm ok

SOLMAE

Input : Lattice Basis B € R"*" real € > 0 Fact.

Output: A eLLL bassis of £(B) ® For e >1/poly(n), the algorithm
1 Compute b},--- ,b* for i =2 to ndo terminates in polynomial time
2 for j=i—1to I do ® ||b*|| never decreases during the
3 b; <~ b; — ¢; jb; where execution

cij = [(bi,b})/ (b}, b}
4 end
5 end
6 if 3i st ||bY||2> (1+ €)|lwmijir1b} + bkl
then
7 b.i < bi—kl
8 go to 1
9 end
10 return by, --- b,
17Cs Borrowed from W, L presentation 4 KAIST
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LLL is just the beginning X

SOLMAE

Many more attacks
e Block Korkine-Zolotarev (BKZ)

o Assumes we can solve SVP exactly in small dimension m
¢ Projects m vectors to smaller space
solves SVP there, lifts back
e Chains these in a way and interleaves with LLL
to obtain short basis
e Quality depends heavily on m
e Enumeration algorithms
e Search for absolutely shortest, with some smart ideas
e Finds shortest vector

e Can balance time and quality of basis by stopping early/pruning
e Sieving algorithms
o Asymptotically faster than enumeration;
better than BKZ

¢ Needs more space

¢ No guarantee that short vector found is shortest

e Balances time and quality of basis
We cover enumeration. For sieving see slides 69 onwards of
http://thijs.com/docs/lec2.pdf by Thijs Laarhoven

I7Cs “  KAIST
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(D)SVP Reduction ==

SOLMAE

Define the following reduced basis.
® )-SVP-reduced: A basis B is 6-SVP-reduced if ||by|| < ¢ - A1(B).

e )-DSVP-Reduced: A basis B is 0-DSVP-reduced it B™° is 0-SVP-reduced and B
is %—LLL—reduced.

Given the access to 9-SVP oracle, 4-(D)SVP-reduce can be done efficiently:
® §-SVP-reduce B: Call 6-SVP oracle to get z € L(B) (s.t. [|z|| < - A1(B)) and

“substitute” the first vector of B with z.

® )-DSVP-Reduce B: Work out B™*, and do 0-SVP-reduce on B™*. Then workout

the new B with reduced B™* and do %—LLL—reduce on the new B. This procedure

works fine since ||b%|| never decreases during the LLL-reduction.
Remark. B is 1/3-LLL-reduced implies ||b;|| < 4||b;+1]|.

|rc5- Borrowed from W. Liu presentation 66 KAIST
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DBKZ Algorithm(1/2) Y

SOLMAE

The Self-Dual BKZ (DBKZ) Algorithm Input: Lattice Basis B € R™%"

[IMW16] proposed by Daniele Micciancio and ey

Michael Walter is a algorithm that Result: A new basis of £(B)

HSVP-reduce a lattice basis with given 1 for /¥ = 1 to N do

SVP-oracle of low dimension. 9 fori—1ton— k do

In the algorithm, N is set to 3 ‘ 0-SVP-reduce By i1 1
4 end

N := [(2n°/(k —1)%) - log(nlog(5||B||)/€)] 5 | forj=n—k+1to I do

6 0-DSVP-reduce By; . ,_

for some € € [27Po(n) 1], ; end Gl
8 end
0 5-SVP-reduce BJ[1, K]
10 return B

|rc5- Borrowed from W. Liu presentation 67 KAIST
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DBKZ Algorithm(2/2) Y

SOLMAE

Theorem

For approximation factor 1 < &leq2* and an input basis Bg of L algorithm 2 outputs
a basis B of L in polynomial time s.t.

n—1

Iball < (1 + €)(5%74) =0 vol(L)Y/"

by making N - (2n — 2k + 1) + 1 calls to 6-SVP oracle for lattices with rank k.

Proof. See [MW16].

|rc5- Borrowed from W. Liu presentation 68 KAIST
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